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AHHOTANUA

B xozme ocBoeHus IUCHMIUIMHBI «3amuTa WHPOPMALMW» CTYACHTBI 3HAKOMATCSA C
pas3IMYHBIMH yrpo3amu Oe3omacHocTH B cdepe HWHGOPMAIMOHHBIX TEXHOJOTHHA, H3Y4aroT
pa3IMYHbIE aNTOPUTMBI IU(PPOBAHMS, HCHOJB3yEeMbIe IpH Iepenade KOH(UICHIMAIbHON
uadopmarmu. B mpouecce 0O0ydeHUs] CTYACHTHI MOJIYyYarOT MPAKTHYECKHE HABBIKH PabOTHI €
MporpaMMHbBIM 06ecnequI/IeM, MO3BOJIAIOIIMM OPTraHHU30BbIBATH Oe3oracHble KaHaJbl CBA3H. B
pe3yiabTaTe OCBOCHHUSI Kypca y BBITYCKHHKOB (DOPMHpPYETCS OTBETCTBEHHOE OTHOIICHHE K
BONpOcaM MH(POPMAITMOHHOW 6€30MaCHOCTH B IPO(PECCHOHATBHOM IEATETBHOCTH.

1. IEJb OCBOEHUSA YYEBHOM JUCHUILIAHBI

Heabro ydeOHON JIUCHMIUIMHBI «3ammra WHQOPMAUW»  SBISIETCS  HM3y4YCHHE
COBPEMEHHBIX METOAOB U CpPEIACTBAa 3alllUThl MHGOpPMALlMM U UX HCIOJIb30BaHUE IIPU
POCKTHPOBAHNN KOMIUIEKCHBIX CUCTEM 3aIlUTHl IPOTPAMMHOTO oOecrieueHust AJisi 6e301acHOro
(YHKLIIMOHUPOBAaHUS OOBEKTOB AaTOMHOU OTpaciy.

I'maBHOH 3ajmadeil IUCUUIUIMHBI SBJISETCS MOJTy4YeHHE OAa30BBIX 3HAHUNW M HABBIKOB B
oOnacti MHGPOPMALMOHHOM O€30IacHOCTH, HEOOXOAMMBIE CTyJIEHTaM B HX JajbHeHIen
PO EeCCHOHAIBHON JESTEIHHOCTH.

Y4eOHbIe 32124 JUCHUIIIHHBI:

- W3y4YeHHE METOJ0B KPUNTOTpaPHUECKON 3alUThl HH(POPMAIMU U pa3padoTKu MHU(pOB;

- 3HAKOMCTBO C IIPaBOBBIMH OCHOBaMM 3alllUThl HMH(pOpMAIMM M METOJaMM aHajIu3a
0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM;

- HW3yYEHHUE U MPAKTUYECKOE HCIOJIb30BAHHWE COBPEMEHHBIX METOJO0B KpHmTorpaduu s
3amuThl HHQOPMAIUK, XpaHsIIeicss B HHQOPMAITMOHHBIX CHCTEMaX WM NepeaaBaeMoi

10 KaHaJlaM CBSI3H;

- UW3yYEeHHE METOJOB 3allUThl HWHPOPMALMU ¥ TMPOTPAMMHOTIO OOECIEYEeHUs OT

HECaHKLMOHUPOBAHHOTO JOCTYTIA;

- CO3JaHHE 3JIEKTPOHHOU LK(POBON NOAIUCH;
- u3ydyeHue (OpPMAIBHBIX MOJIENIeH TMOJUTHK O€30MacHOCTH, MOJIUTUK YIPABICHUS

JIOCTYIIOM B KOMITBIOTEPHBIX CUCTEMAX.

2. MECTO YYEBHOM JUCIHUILIMHBI B CTPYKTYPE OOII BO

JucuuninuHa «3amura nHGOpMaluu» U3y4aeTcsl CTyJeHTaMH Y€TBEPTOro Kypca, BXOAUT
B MpodeccHoHaNbHBIH MOIyJdb pasznena b.l BapumaTuBHON dacTH y4eOHOro IUIaHA IO
HaIpaBJIEHUIO NMOATOTOBKU «H(pOopMaTuKa 1 BEIUMCIUTEIbHAS TEXHUKA» MPOQUISl HOATOTOBKU
«IIporpammupoBanue, UHHOPMAIIIOHHBIE CUCTEMBI M TEJIEKOMMYHHUKALII.

JlucuuImHa OCHOBBIBAETCS HAa 3HAHMAX, IIOJIYYEHHBIX B pE3yJbTaTe€ OCBOCHMS
mucuuiuine - «MHdopMaTuka», «ANropuTMH3alUs M IporpaMMHpoBaHue», «CHCTeMHOe
IPOrpaMMHOE 00ECIIEUCHHEY.

W3ydenne AMCUUIUIMHBI HEOOXOAUMO JUIS MPOXOXKICHUS MPEATUINIOMHOM MPaKTUKHU, a
TaK)Ke MPAaKTUUECKON pabOThl BHIITYCKHUKOB 10 CHEIIMATbHOCTH.

VKazaHHbIE CBS3M U COJEpKAHME JUCHMIUIMHBI «3amuTa HHQOpMAlMM» JaioT
oOydaroleMycsi CHUCTEMHOE TMpEACTaBICHHE O KOMIUIEKCE M3y4aeMbIX JUCHUIUIMH B
coorBerctBu OC BO HUAY MUOU, yto obecrnieynBaeT COOTBETCTBEHHBIH TEOPETUUECKUN
YpOBEHb U MPAKTUYECKYI0 HANpaBICHHOCTh B cHcTeMe OOydeHus Oyaymied AesTeIbHOCTU
Oakanaspa.

3. ®OPMUPYEMBIE KOMIIETEHIHUH U IINTAHUPYEMBIE PE3YJIBTATbHI
OBYYEHUA

[Ipomecc n3ydeHus TUCIUATIIMHBI «3amuTa HHGOPMAIUN» HalpaBiieH Ha (JOPMHUPOBAHHE
canenyromux komnerenuuii: OIIK-3; I1K-6.3; YKII-2.

Kon

KoMnerenuus
KOMIIETeHIINH
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OIIK-3

CrniocobeH pemath CTaHAAPTHBIE 33a4M MPO(PECCHOHANTBHON IEATEIIbHOCTH
Ha OCHOBE WH(POPMAIMOHHONW © OMONMMOrpadUYEecCKO KyJIbTYphl C
NpUMEHEHHEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH M C
Y4ETOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 0€3011aCHOCTH

I1K-6.3

Crnioco0OeH npoeKTUpOBaTh, BHEAPATh U aIMUHUCTPUPOBATH KOMIIBIOTEPHBIE
CETH, aHAJU3MPOBATh BO3MOXKHBIC YIPO3bI O€30MACHOCTH KOMITBIOTEPHBIX
CHUCTEM U CETEU

YKII-2

CrnocoOeH HCKaTh HyXHbI€ HCTOYHUKM HHGOpPMALUU W  JaHHBIE,
BOCIIPUHUMATh, aHAJIM3UPOBATh, 3aTIOMUHATEH U TIepeaaBaTh WH(OPMAIIUIO C
UCIOJIb30BaHHEM LU(POBBIX CPEICTB, a TAKXKE C MOMOIIbIO AITOPUTMOB IIPH
paboTe C TMONyYEHHBIMH W3 Pa3IUYHBIX HMCTOYHUKOB JaHHBIMH C IIENBIO
3¢ (HEeKTUBHOIO HCIOJIb30BaHUS IOJYYEHHONH HH(POpMAIUU [Js pPELIeHUs
3a/1a4

I/IHI[I/IKaTOpaMI/I JOCTHIKCHUA KOMHeTeHHHfI SABJIAKOTCA:

Kox
KOMIIETEHIMHU

Kon

HNuaukarop
HHAUKATOpA

OIIK-3

3HaTh: TPUHIOMIIB, METONBI W  CPEACTBA  pEIICHUS
CTaHJAPTHBIX 3a/ad MpOo(ecCHOHAIBHON MESTENbHOCTH Ha
OCHOBE MH(POPMAIMOHHOW U OMOIHOTrpadUIecKOi KyIbTYyphI
C IpUMEHEHHEM HH(POPMALHUOHHO-KOMMYHUKALMOHHBIX
TEXHOJOTMI M € y4Y4eTOM OCHOBHBIX TpeOOBaHUU
nH(pOpMaIMOHHOM 0€30MMacHOCTH

3-OI1K-3

YMerb: pemars CTaHAApTHBIE 3afaddl MpodeCCHOHATBLHON
NEeSITeIbHOCTM ~ HAa  OCHOBE  HH(OpPMAIMOHHOM U
oubmmorpadugeckoit KyJbTYpbI c MIPUMEHEHUEM
MH(POPMALIMOHHO-KOMMYHUKALIMOHHBIX ~TEXHOJIOTUH M €
Y4€TOM  OCHOBHBIX  TpeOoBaHHMN  MH(POPMAIMOHHON
Oe3omacHoCTU

V-OIIK-3

Brnaners: HaBbIKaMH TOATOTOBKM 0030pOB, aHHOTALUH,
cocTaBiieHUs pedepaToB, HAYYHBIX JOKJIAIOB, IyOIHKAIMNA 1
oubnuorpadgun Mo Hay4dHO-HMCCIEI0BAaTENbCKOM paboTe ¢
y4eToM TpeboBaHu MHGOPMAIIMOHHOMN 0€3011acCHOCTH

B-OIIK-3

[1K-6.3

3HAaTb: COBPEMEHHBIE METOAbI M CPEICTBA  3AIIMUTHI
uH(pOopMalnu, BO3MOKHOCTH pa3zanuHbix OC, apXUTeKTypy U
3-11IK-6.3 YCTPONCTBO BBIYUCIUTENbHBIX U MH()OPMAIIMOHHBIX CHUCTEM,
OCHOBHbIE NPUHUUIBI MOCTPOCHUS M aJIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEN

YMeTb: OmpenensaTh BO3MOXKHBIE YIpo3bl 0€30MacCHOCTH
KOMIIBIOTEPHBIM CHCTEMaM M TEXHUYECKHUM YCTPOMICTBaM,
V-IIK-6.3 aHAIM3UPOBAaTh M OOOCHOBBIBATH BBIOOpP MPOTPAMMHBIX
CPEICTB TEXHUUYECKUX YCTpPOMCTB, CTPOUTH u
aJMHUHHCTPUPOBATh KOMIIBIOTEPHBIE CETU

Bnagers: cmocobamu W HaBBIKAMH  OOHApYXEHHS
BO3MOXKHBIX  yrpo3  0€30MacHOCTH  KOMIBIOTEPHBIM
CHUCTeMaM, MeTOoJaMH OOHapy>KeHUS W yCTpaHEHHs yTpo3
0€30MaCHOCTH B KOMIIBIOTEPHBIX CETAX

B-IIK-6.3

YKII-2

3HaTh: MeTonuMKH cOopa M 00paboTkM HHpopMaH C
WCTIOIB30BaHUEM ITU(PPOBBIX CPEACTB, a TAKKE aKTyallbHBIC
poccuiickue M 3apyOeXHble MCTOYHHKM HH(pOpMaruu B
chepe mnpodecCHOHATHHOW  AESATEIHHOCTH, TPUHIIMIIGI,

3-VKII-2
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KOMIICTCHIIUN

Kon

Kon
HHIHKATOPA

HNuaukartop

METOJBI M CPEICTBAa pEIICHUS CTAaHIAPTHBIX  3ajad
npoeCCHOHATBLHON  JICATENILHOCTH C  HCIOJIb30BAHUEM
U(POBBIX CPEICTB U C YYETOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacHOCTH

V-VKII-2

YMeTh: IpUMEHSATh METOAMKH MOMCKa, cOopa U 00paboTKu
uHpOpMAIMK; C HCHOJB30BAaHHEM ITM(PPOBBIX CPEICTB,
OCYILECTBIISATh KPUTHUECKUI aHAIIN3 U CUHTE3 MH(POpPMaLIUH,
NOJTY4YeHHOH W3  pasHbIX HMCTOYHMKOB, U  pElIaTh
CTaHJapTHBIC 33/1a4d NPO(ECCHOHATIBHON JESATEIILHOCTH C
UCTIOJIb30BaHUEM IIM(POBBIX CPENICTB U C YIETOM OCHOBHBIX
TpeOoBaHU MHPOPMAITMOHHOHN 0€30MaCHOCTH

B-VKII-2

Brnagers: Meromamu  moucka, cbObopa W 00pabOTKH,
KPUTHUYECKOTO aHajlW3a W CHHTe3a WH(POpPMAIMH C
WCIIOIb30BaHUEM  MHUQPPOBBIX  CPEICTB  JJIsA  pEHICHUS
MOCTABJICHHBIX 3a/1a4y, HaBBIKAMH TOJTOTOBKHA 0030pOB,
aHHOTAallMi, cocTaBleHUs pedepaToB, HAYUHBIX JTOKJIAJIOB,
myOnuKanui u oubauorpaduu 1o Hay4HO-
HCCJICI0BATENIbCKOW paboTe ¢ HMCIOJb30BaHUEM ITU(POBBIX
CpPEICTB W ¢ Yyd4eroM TpeOoBaHWI WHGOPMAITMOHHON
0e30macHOCTH

4. BOCIIMTATEJIBHAS PABOTA

. Hcnoan3oBanue
Co3nanue ycjioBui,

Kon | Hanpasiienue/uenu BOCIIUTATEJIbHOI0 NOTEHIIHAJIA
olecrieynBalOIIKX:
Y4eOHBIX AU CIHUILINH

B21 | IlpodeccuonanbHoe | (popMupOBaHME Hcnons3oBanue
BOCITUTaHHE CHOCOOHOCTH U | BOCIIMTATEIBHOIO  IOTEHIMAJA
CTpPEMJICHHS CJIEel0BaTh B | AUCHMIUIMH MpodheccHnoHaTbHOTO
npodeccun HOpMaM | MOJyJiIsl Ul Pa3BUTHS HABBIKOB
MOBE/ICHUS, KOMMYHHMKAIIH, KOMaHIHOH
o0ecreynBaroIuM paloThI u JIUJIEpCTBa,
HPABCTBEHHBI  XapaKTep | TBOPUECKOTO WH)XEHEPHOTO
TPYZAOBOW NEATEIBHOCTH U | MBIILIJICHMS, CTpeMJICHUS
HeCJIykeOHOTr0 MOBEJCHUS | CIe0BaTh B IMpodeccroHalIbHOM
JESATEIBHOCTH HOpMaM
MTOBEJICHMUS, o0ecIeYnBarouM
HPaBCTBEHHBII XapaxkTep
TPYJIOBOMH NeSITeIbHOCTH U
HECITy>KeOHOTO MOBEJICHMS,
OTBETCTBEHHOCTH 32 IPHUHSITHIE
pelieHnuss  4epe3  MOATOTOBKY
MPAKTUYECKUX 3aJjaHuil, pereHue

KEWCOB

B23 dbopmupoBanue KyiubTypsl | McrnonaszoBanue
UH(POPMALIMOHHOM BOCIIUTATENILHOIO  TMOTEHIHANa
0e301macHOCTH JUCIUIUINH TPO(PECCUOHAIBHOTO
Monyns  Juis  (OopMHpOBaHME
0a30BbIX HaBbIKOB
MHPOPMALIMOHHOM 0e30macHOCTH
yepe3 HM3YYEHHE TMOCIEICTBUUI



https://ru.wikipedia.org/wiki/%D0%A2%D0%B2%D0%BE%D1%80%D1%87%D0%B5%D1%81%D1%82%D0%B2%D0%BE

. Hcnonb3oBanue
Co3nanue ycioBuii,
Kox | HanpaBienue/menn BOCIIUTATEJILHOI'0 MOTEHIIHAJIA
o0ecrne4yUBaIOIINX:
Y4eOHBbIX I CHHUILINH
XaJJaTHOTO OTHOILIEHUS K paboTe ¢
WH(OPMALIMOHHBIMU  CHCTEMaMH,
0azamu JAHHBIX (BKITFOUAS
MEePCOHAJIbHBIC JaHHBIC), TPUEMaX
U METOJaX 3JI0yMBIIUICHHUKOB,
MOTEHIIUATBHOM ypoHe
M0JIb30BATENSIM
B25 ¢dopmupoBaHne HaBHIKOB | Mcnonb3oBaHUe
M(pPOBON TUTHEHBI BOCIUTATEIHLHOTO noTeHLraNta
JUCITUIUIMH  TPO(PECCHOHATBHOTO
Monyns Ui (popMHpOBaHUS
HABBIKOB MHU(POBOW TUTHEHBI, a
TaKk)K€ CHUCTEMHOCTH U THOKOCTH
MBIIICHHS, MOCPEJICTBOM
U3YYCHHUS] METOJOJIOTUYECKUX U
TEXHOJIOTHYECKUX OCHOB
obecrieueHuss MH(POPMAITMOHHOM
0€301acHOCTH u
KnOepOe3011acHOCTH
B27 (dbopMupoBanue Hcnons3oBanue
npodeccuoHaNbHO BOCIHUTATEIHLHOTO noTeHIHaNta
3HAYUMBIX YCTAaHOBOK: HE | MPOMUIBHBIX JUCUUIUIMH  JUIS
MIPOU3BOIUTD, He | (OpMUPOBAHUS KyJbTYpPBI
KOIMPOBATh u He | oOpamenuss ¢ wHpoOpManuen, a
UCIIOJIb30BAaTh TaKxKe dbopMupoBaHUs
MporpamMMHBIE U | OTBETCTBEHHOTO OTHOIICHUS K
TEXHUUYECKHUE CPEJICTBA, HE | COOIIOICHUIO COLIMAJIBHO-
npuoOpeTEHHBIE Ha | IPABOBBIX HOPM B
3aKOHHBIX OCHOBAaHMSX; HE | MpodecCHOHaNBHOM cpene
HapyIIaTh MIpU3HAHHBIC
HOPMBI aBTOPCKOTO IpaBa;
HE  Hapyuiatb  TaiHBI
nepeaadnd CooOIeHnr, He
MPAKTUKOBaTh  BCKPBITHE
WH(OPMAITMOHHBIX CHCTEM
U ceTell mepenayn JaHHBIX;
co0Jro1aTh
KOH(UICHIINATEHOCTD
JIOBepeHHOM nHpopmanmu

OpraHmaunﬂ HHTCPAKTUBHBIX MGpOHpI/ISITI/Iﬁ U pcan3anvsa CHCHUATU3UPOBAHHBIX

3aJlaHUI C BOCOUTATEIbHBIM U COIIMAIbLHBIM aKI[EHTOM:

OCHOBHbIE MPHUHIMIIBI 3aIIUTHl UHPOpMauu B MHGOPMALMOHHBIX CUCTeMax (KPYIJIbI
CTOI);

OCHOBHBIE YTPO3bl HH(OOPMAITHOHHON 0€30MTaCHOCTH M KaK MX U30€KaTh (TUCKYCCHs);
KpUNTOrpaguueckue METOAbl 3alluThl HMH(OpMAIMHM: HCHOJb30BAHHWE MIU(PPOB B
MOBCEIHEBHOM JKU3HU (KPYTJIbIN CTON);

AJIEKTpOHHAsE LMU(POBas MOAMUCH: BO3MOXHO JIM TOJHOCTBIO OTKAa3aTbCA OT <OKUBOW
noanucu? (IUCKyccusi);



KOMIThIOTEPHBIC aTaKH M TEXHOJIOTHU UX 0OHApY)eHUs (KPYTIIbIi CTOMN);

TEXHUYECKHE KaHaJbl yTeUKH WH(GOpMAIIMHU (aHATTU3 CUTYaIUN ).

[lepeuncieHHbIC MEPOTIPUSTHSI HANIPABJICHBI Ha!

dbopMUpPOBaHHE OTBETCTBEHHOTO OTHONICHWs Tpu oOpameHud ¢  nudpoBoi
nHpopManuei;

dbopMUpOBaHHE JTHYHOW OTBETCTBEHHOCTH 3a COOJIFOJICHHE MPABOBBIX HOPM B 00JacTH
3alIMThl HHPOPMAIIHH;

pa3BUTHE CTHOCOOHOCTH pPabOTaTh B TPYyMIE W KOJUICKTUBHO pEIIaTh IOCTaBICHHBIC
3ajauu.

5. CTPYKTYPA U COAEP) KAHUE YUYEBHOM JUCIHHUIIIINHBI
OO6mmast TpyA0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIC eAMHUITBI, 144 Jaca.
Bunpt yueOHoM
JACATCIBbHOCTH, BKIIIOYasa
CaMOCTOSITEIbHYIO PaboTy
CTYyACHTOB U TPYAOEMKOCTh O6s3ar
B aK.gyacax 3
Ne HaI/IMeHOBaHl/Iev = TCKYHIHI ATTecTals MaxkcHMasIbHbIH
pasznena yaeOHo v = KOHTPOJIb paznena
n/n ) ) Gamn
UCUUIUIAHEI T o ‘_L; g yCIEBAEMOCTH (popma,
5 T = (¢popma Hedens) 33 pasaed
= Szl 23| 3= pmd,
= q:é E|l 25 §08 Heoens) !
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= = s o al o &
EE 2
= 03
1 | Pa3pgen 1.
OcHoBHbIE JIP1-2 (20
[IOHATHS B 0.), T1 (8
1-11 | 13 11 8 52 ): ( K1 55
o0JiacTu Hex. — 15
3aILUTHI 6.)
uH(popMaluu
2 | Paznen 2.
Croco0bI aTak (15
A TCXHOJIOTUH  |12-16| 3 5 0 16 (15 nen. K112 15
X - 156.)
OoOHapy KeHUs
OK3aMeH 30
HUTOI'O: 16 16 8 68 100

HAMMEHOBAHME TEM U COAEPXKAHUE JEKIIMOHHBIX 3AHATUM

Pasnen 1. OcHOBHBIC IOHATHS B 00/1aCTH 3aIlMTHI HHPOPMALMHU
1. OcHOBHblE MOHATHS B O0JACTH TEXHUYECKOW 3amuThl HHQOpManuu (MOHATHE

I/IH(I)OpMaI_II/II/I, OCHOBHBIE CBOMCTBA — OCJIOCTHOCTD, KOH(I)I/II[CHLII/IaJIBHOCTL, AOCTYIIHOCTB, BUIBI
3alIMTEI — ITpaBOBas, @HSquCKaSI, OopraHu3allMOHHasdA, TCXHUYECKasd U T.}I.);

2. KOHHCHTyaHBHBIC OCHOBBI 3alllUTHI I/IH(I)OpMaI_[I/II/I. Cucrema AOKYMCHTOB IIO

TEXHUUYECKON 3amuTe uHpopManuu (cTpaTerusi HalMOHabHOM Oe3omacHocTH Poccuiickoit
®deneparun, JOKTPHUHA HHPOPMALMOHHOM OE3011aCHOCTH)

3. 3akoHONaTeNbHbIE M WHBIC MPABOBBIE aKThl B 00JIACTH TEXHUYECKOW 3aIUThI

uHpOpMaLUH.

! JIP — naGoparopnas pa6ora, T — Tecr.




4. Oprassl 10 TeXHAYECKOU 3ammTe nHpopmanuu B PO. ['ocymapcTBeHHbIE OpraHbl B

obmactu 3amuTsl HHGopMaru. PChb u ®CTIK Poccun.

5. JlunensupoBanue nesTeabHOCTH B obnactu T3U (kakue rocymapCTBEHHBIC OpPTaHbI
BbIAIOT JuieH3un 1o T3, mopsiiok moiydeHus! JIMIEH3UH, OCYIECTBICHNUE rOCYJapCTBEHHOTO
Haja3opa B obnactu T3N).

6. Cepruduxanus CpeacTB 3amUThl HHPOpPMAIMH (OOIUN TMOPSIOK CePTHPUKAIIUU
cpencTB 3ammThl HHpopMaluu, mopsaok ceptudukanuu 8o PCTIOK Poccun).

7. Atrecrammst oObekTa HMH(pOpMaTH3alMM MO  TPeOOBAHUSAM  OE30MACHOCTH
nHpopMaIuu.

8. Kiraccudukanus yrpo3 1 00beKTOB 3aIUTHI.

9. MeToapl OIICHKH OMACHOCTH YIpo3 (KOJUYECTBEHHBIN, KAYECTBEHHBIH ).

10. O6wekt nnpopmaruzanuu. Kinaccudukarms 00bEKTOB 3aIIUTHI.

11. Knaccudukanus napopmanuu.

12. Knaccudukanus aBTOMaTH3UPOBAHHBIX CHCTEM.

13. Kiaccudukanusi cpeacTB BHIYUCIUTEIbHON TEXHUKH.

Paznea 2. Cioco6bl aTaKk M TEXHOJIOTHH UX 00HAPYKEHHUS
YTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIa K HHPOPMAIIHH.

[ToHsiTE HECAHKLIMOHUPOBAHHOIO JOCTYTIA.

Mojienb MOTEHIINATBHOTO HAPYIIUTEINS.

OcHoBHBIE KJIacchl aTak B ceTsix Ha 6aze TCP/IP.
[TporpaMMHO-MaTeMaTH4YECKOE BO3/ICICTBHE.

BpenonocHbie nporpaMMmBl U UX Ki1accU(UKALIMSL.
HenexnapupoBanHbie BO3MOXHOCTH IIPOrPAMMHOTO 00€CIICUEeHHS.
AHTUBHPYCHBIE IPOTPAMMBEI.

9. MexceTeBoii 3KpaH.

10. Cucrema oOHapyKeHUSI BTOPIKEHUIA.

11. TpeGoBanus ¥ pEKOMEHAANMHK IO 3amuTe uHPopMauu, o0padaTbIBacMOM
CpeJICTBAaMH BBIYUCIIUTEITHHONW TEXHUKH.

12. Tlopsaok obecnieuenus 3amuthl uHGopmarmu B AC.

13. TpebGoBanus u pekoMeHIauu B 3aBucumoctu oT Tuna AC.

14. 3ammra koH(UIEHIIMAIBHON HWHPOpPMAIIMM Ha AaBTOMATHU3WPOBAHHBIX pabouMx
MecTax Ha 0a3e aBToHOMHbIX [I19BM.

15. 3ammura nHpOpManMK B TOKATBHBIX BEIUMCITUTEIBHBIX CETAX.

16. 3ammura uHGOpPMALIUU NTPU MEKCETEBOM B3aHMOJICHCTBUH.

17. 3ammura nndopmanuu npu padboTe ¢ CUCTEMaMH YIIpaBlIeHUs 6a3aMH TaHHBIX.

18. Tlopsgok oOecnedeHuss 3aliUThl  MHGOPMAMU IpU  B3aUMOJEWUCTBUU  C
MH(OPMALIMOHHBIMU CETSIMH OOIIIEr0 TMOJIB30BaHUS.

19. OcHoBHBIE TpeOOBaHWS W PEKOMEHIAMH TIO0 3allUTe CIy)XKEOHOW TallHBl W
MEePCOHANBHBIX TAHHBIX.

20. OcHOBHbIE peKOMEHIAINH 10 3alUTe UHPOPMAIHH, COCTABIIAIOIIEH KOMMEPUYECKYIO

PN R

TalHy.

21. TexHuyeckue KaHaJIbl yTEUKH aKyCTUYECKOW HH(OPMALIUH.

22. OcHoBHbIe MOHATHS B 00nacTH akycTuku. Knmaccuukanus akyCTHYECKHX KaHAJIOB
yTEUKH UHPOPMAIIHH.

23. TloGouHBbIE IEKTPOMArHUTHbBIE U3TYYEHHS U HABOJKH.

24. Mertoasl 3aumThl HHGOpMaIuu oT yreuku yepe3 [IDMUH.

25. CpezacrtBa 1 METOIbI OOHAPYKEHHS TEXHUYECKHX KaHAJIOB YTEUKU HH(OpMaIUH.

26. MeponpusaTus 10 BBISBICHUIO TEXHUUYECKUX KaHAJIOB yTeuku HHpopMaiuu. OneHka
3alIUIEHHOCTH HHpopManuu oT yreuku mo TKYU.

AyaAUTOpPHBIE 3aHATHSA U 0I07KeT BPEMEHH HA CAMOCTOATEIbHYI0 NOAT0OTOBKY CTYJAEHTA



AyIUTOpHBIE
3aHsATHSA (Yac.)

HanmenoBanmne pasaciia,
KpaTKOC HAMMCHOBAHHUC TCMbI

Nor/mn

[IpakTrueckas moAroToBKa
CamocrosTenbHas padoTa

Jlexuu
[IpakTrueckue 3aHATUS
JlaboparopHbie pabOTHI

OcCHOBHbBIE MOHATHS B 00JIACTH 3aIIUTHI
uHdopmanumn. OCHOBHBIC MOHATHUS B
00J1aCcTH TEXHUYECKOU 3aIUTHI
nHpopmaruu

OcHOBHBIC MOHATHUSA B 00J1ACTH 3aIUTHI
2 | uapopmanuu. KoHuenTtyanbHble OCHOBBI 1 1 - 1 10
3aIUTHl HTHGOPMAITUH

OcHOBHbIE IIOHATHS B 00JIACTH 3aIUTHI
3 | uadgopmanumn. Opraubl 10 TEXHUYECKON | 1 - 1 4
3anmre nHpopmanuu B PO

OCHOBHbBIC IOHATHS B 00J1aCTH 3aIIUTHI
4 | uadopmanun. Jlunensuposanue 2 2 - 2 6
nesirennbHOCTH B oOmactu T3U

OcHOBHbIE MIOHATHS B 00JIACTH 3a1IUTHI
5 | undopmamun. CepTudukaius cpeicTB 2 1 - 1 6
3alUThl HHGOpPMAIHU

OCHOBHbBIC IOHATHSA B 00,1aCTH 3aIIUTHI
6 | undopmanun. Knaccudukamus yrpo3 u 2 1 - 1 6
00BEKTOB 3aIUTHI

OcHoOBHbIE MIOHATHUS B 00JIACTH 3aIUTHI
7 | magopmanun. MeToab! OLIEHKH 2 2 4 6 6
OIIACHOCTH YIPO3

OCHOBHbBIC IOHATHSA B 00J1aCTH 3aIINTHI
8 | mndopmauuu. Knaccuduxaius o0beKTOB 2 2 4 6 6
3aIUTEI

Cnoco0bl aTaK ¥ TEXHOJOTHU HX
o0Hapy:KeHHs. YTPO3bI
HECAHKIIMOHMPOBAHHOTO JOCTyMa K
uHdopmManuu

Crnoco0bI aTaK U TEXHOJIOTHH UX
10 | ooHapy:xenus. [lopsnok obecrneueHus 1 2 - 2 4
3auThl nHpopMmaryu B AC

Cnoco0bI aTaK U TEXHOJOTHH HX
11 | oOHapy:xeHusi. TEXHUYECKUE KAHAIIbI 1 2 - 2 6
yTeUKH HHpOpMauu

Hroro 16 16 8 24 68

6. OBPA3OBATEJIBHBIE TEXHOJIOT'MA

[Ipn mnpoBeneHUM 3aHATHI W OpraHU3allMd CaMOCTOSATEIbHOM pPadOTHI CTYAEHTOB
UCIIOJIb3YIOTCS:



1. TpamuoHHBIE TEXHOJIOTUH OOydYeHWsI, MpEAroNiaralnme nepenadyy WHGOpMAIUUA B
TOTOBOM BHZE, (OPMUPOBAHME YYEOHBIX YMEHHH 1O 00pa3iy: (JIEKIUs-U3TI0KEHUE, JICKITHS-
00BsICHEHHE, Ta0OpaTOPHBIC PAOOTHI, KOHTPOJIBHBIE PAOOTHI).

Hcnonp30BaHre TPaJAULMOHHBIX TEXHOJIOTHH oOecreunBaeT (HOpMHpPOBAHUE Yy CTYACHTA
3HaHU 00 WH(POPMAIMOHHON OE€30MaCHOCTH M COBPEMEHHBIX QJITOPHTMaxX HIM(QPOBAHUS;
HABBIKOB pa0OTHI C MOJUTHKAMHU O€30MaCHOCTH; 3HAHUHM O KaHajlaX cheMa KOH(PUACHIIMATHLHOU
UHPOPMALIMK ¥ METOJIaX 3allUThl; MO3BOJSIET CUCTEMATH3UPOBATh U 3aKPEIHTh Ha IPAKTHUKE
3HaHMS, TOJYYEHHBIE B TpoOIlecce OcBOeHHUs Kypca. JlaboparopHbeie paboThl 0OecCIeunBaIOT
pa3BUTHE U 3aKPEIJICHUE YMEHHI U HABBIKOB.

2. MaTepakTHUBHBIC TEXHOJIOTUU O0YUYEHHUS, MIPEAIOIATAONINE OPTAaHU3AINI0 O0YUCHHS KaK
NPOJYKTUBHONH TBOPYECKOH JEATEIILHOCTH B PEKUME B3aUMOJICHCTBUSL CTYICHTOB JIpPYyr C
JIPYroM U ¢ mpernojaBaresneM. Vcrnonp30BaHie MHTEPAKTUBHBIX 00pa30BaTEIbHBIX TEXHOJIOTUN
CIOCOOCTBYET TOBBIIICHHIO MHTEPECa M MOTHBAIMU YYaIUXCS, aKTUBU3AIMH MBICIUTECIHLHON
JESTEIIbHOCTH U TBOPYECKOTO IMOTEHIMANIa CTYJEHTOB, Jaenaet O6onee 3PGEeKTUBHBIM YCBOCHUE
Marepuala, MO3BOJSET WHAWBHUIYaIH3HPOBATh OOYYCHHE M BBECTH SKCTPEHHYIO KOPPEKITUIO
3HaHU.

Opranusanusi CaMOCTOAITEIbHOM PadOTHI CTYIEHTOB

Lens camocTosATeNbHONM PabOTHI: 3aKpeIUICHWE 3HAHUM, MOJYYCHHBIX Ha 3aHATHsIX. Ha
CaMOCTOSITENILHYIO PabOTYy 10 KaXKJJOW TeMe BBIHOCSTCS CIICAYIOIINE 3a1aHuUs:

3amanue 1. CocTaBiieHHE TE3MCHOTO KOHCIIEKTA IO TeME JIEKIMH JUISI CAMOKOHTPOJIS U
JIOTIOJTHUTEIILHOTO M3ydeHUs: TeMmbl. OOBEM TE3MCHOH JieKnuu 1-2 CTpaHUIBl MUCHMEHHOTO
TekcTa. KOHCIEeKT JkenaTreabHO JOMOHATh CXeMaMH 1 TaOJIUIIaMH.

3aganue 2. CocraBiieHUE IJI0CCApUs TIO TEME JICKIIUH.

3ananue 3. CaMOCTOSTENIBHOE COCTaBJIEHUE TECTOBBIX BOIIPOCOB HA TEMY JIEKIMH.
MuHUMaTBHOE KOJIMYECTBO TECTOBBIX 3a/IaHuil — 3.

3anmanue 4. [loaroroBka K cpe3y 3HAHWW B TEYCHHE CEMECTpPa, OPTaHM30BAHHOMY Kak
TECTUPOBaHUE.

3ananue 5. OcBoenue onnaitH kypca HUAY MUOU «BseneHue B COBpPEMEHHYIO
kpuntorpaduro» Ha miathopme «OTKpbITOe 00pa30BaHUEY.

[ToaroroBka k 3K3aMeHy COTJIaCHO padodemy IJiaHy — 36 4acos.

7. OHEHOYHBIE CPEIACTBA 1JIsd BXOJAHOI'O, TEKYIIEI'O KOHTPOJIS U
MPOMEXYTOYHOM ATTECTALIUU

@OHJ OLEHOYHBIX CPEACTB MO JUCHUILUIMHE O00ECleYrMBaeT IPOBEPKY OCBOCHUS
IUIAHUPYEMbIX pe3yJIbTaTOB 00ydeHUs (KOMIETEHIMH M HMX MHIUKATOPOB) TIOCPEICTBOM
MEPONPUITHI TEKYIIETO, PyOeKHOI0 U MPOMEKYTOYHOTO KOHTPOJIS 10 AUCLUIIIMHE.

CBs3b Mex1y (OpMUPYEMbIMH KOMIIETCHIMSAMU M (OpMaMH KOHTPOJS HUX OCBOCHMS
IPEICTaBICHA B CleAyIOlIen Tabnuie:

IIpoexkTupyemble pe3ynbTaThl OCBOSHHS IUCLUIIIMHBI
. CpencTBa 1 TEXHOJIOTHH
Kon Y MHIUKATOPbl (POPMUPOBAHUS KOMIIETEHIIUH OLCHKI
3Harts (3) Ymerts (V) Brnanets (B) "
OIIK-3 3-OIIK-3 V-OIIK-3 B-OIIK-3 JIP1-2, T1-2,9
[1K-6.3 3-I1K-6.3 V-1IK-6.3 B-IIK-6.3 JIP1-2, T1-2,D
YKII-2 3-VKII-2 V-VKII-2 B-VKII-2 JIP1-2,T1-2,D

HIka/jia oueHKH 32 TEKYLLYI0 aTTeCTALNI0

dopma o o
p Maxkcumaneabeiii | MakcuMainbLHBIN

Paznen TEKYILLETO
Oamn Oart 3a pazaen

KOHTPOJIA
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dopma N .
Maxkcumanbubpiii | MakcuManbHBIN
Paznen TEKYIIETro
Oamt Oaru 3a pasaen
KOHTPOJIA
Pa3zpen 1. MeToan! 3alIUThI
uHpopmManumn 55
Tect Tl 15
JlaboparopHbie pabOTHI JIP1-2 20
Pa3znea 2. Cnoco0bI aTaKk M TEXHOJIOTHH
HX O0HApY:KeHus! 15
Tect T2 15
Hroro 70

IIkaJjia OLeHKH 32 IPOMEKYTOYHYIO aTTeCTaluIo0 (IK3aMeH)

Kpurepuii oueHuBanus

IIIxana oneHUBaHUA

CTYZIGHT IMMOJIHOCTBIO PACKPbLI COACPKAHHUE TCOPCTHYCCKUX BOIIPOCOB,
CaMOCTOATCIIBHO, oe3 HaBOAAIIUX BOIIPOCOB, pCHINII MPCAIONKCHHYIO
3aaayy, OOBSACHUI H MOTHUBUPOBAJI pCUHICHUC 3aJa4n, CMOTI' pa3bACHUTDH
0COOEHHOCTH IMPUMCHCHUA TCOPCTUUCCKUX 3HAaHUM Ha IIPpaKTUKE, YTO
MOXKCT BbBIpAKaTbCd B YBCPCHHBIX OTBCTAX Ha AJOIOJHHUTCIBHBIC
BOIIPOCHI IMPCII0AaBaTCIIA

27-30

CryneHT  pacKpbUl — COJEpXKAHHME  TEOPETUYECKUX  BOIPOCOB,
IPOJEMOHCTPUPOBAT 3HAHMUS OCHOBHBIX IOHATHM M ONpeAeNIeHMH,
3HAaHUE CHEeHU(PUUECKUX IS pacCMaTpUBAEMOrO pasjiella TEPMHUHOB U
UX IOHMMaHHUE, YTO MOJXKET BBIPAXKaTbCd B YBEPEHHOM OTBETE Ha
BOIIPOCHI NPENOAABATENSA, HO HE CMOT Cpa3y pa3bsCHUTb OCOOCHHOCTU
IPUMEHEHHUS TEOPETUUECKHUX 3HAHUN Ha IPAKTUKE

23-26

CTy#aeHT  packpbll ~ COJAEp’KaHHUE  BOMNPOCOB  C  OONBIIMMU
3aTpyIHEHUsIMU, TpeOoBallach IMOMOIb MpernojaBaTensMu B (Gopme
HABOJSIIIIUX BOMPOCOB, HAMIOMUHAHMS AJTOPUTMOB PEIICHHS 3a/auu,
CTYJIEHT 3aTPYAHSIICSA B O0BSICHEHUH PEIICHUS 3a/1a41

19-22

CTyeHT He CMOr PAacKpbITh COJEP’KAaHUE TEOPETUUYECKHUX BOIPOCOB,
IIPOJIEMOHCTPUPOBATh 3HAHWA B PELICHUM 3a4a4d, JaXKE €CIH
IpenojaBaTesb MbITAICS MOMOYb B (pOpME HABOIANIMX BOIPOCOB U
HAIIOMUHAHUs AJITOPUTMOB PELLICHHUS 3a0a4U

0-18

HIxaJia HTOrOBOM OLIEHKH 32 CeMeCTp

HtoroBast olieHKa NpeAcTaBisieT co0oil cymmy OamioB, 3apabOTaHHBIX CTYJIEHTOM IpHU
BBIMIOJTHEHUM 33JJaHUIl B PaMKaxX TEKYIIEro M MPOMEXYTOUYHOIO KOHTPOJS W BBICTABISAETCSA B
cooTBeTcTBUM ¢ IlonoxeHneM 0 KpeIuTHO-MOAYIBHON CUCTEME B COOTBETCTBHM CO CIIEYIOLIEH

LIKAJION:
Ouenka no 4-0a/U1bHOM HIKAJIe Cymma 0a/1J10B Ouenka ECTS
5 — KOTIAUYHOY» 90-100 A
85-89 B
4 — «xXOpoIIO» 75-84 C
70-74
D
3 — «YZIOBJIETBOPUTEIHHOY 05-69
60-64 E
2 — «HEYJOBJIETBOPUTEIIBHOY Hwxe 60 F
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PacmmdpoBka ypoBHA 3HAHMI, COOTBETCTBYIOIIETO IOJTYYEHHBIM Oaiiam, JaeTcst B
TabJnie, yKa3aHHOU HUXKeE.
Cymma | Onenka

0aJ1710B ECTS

YpoBeHb NPUOOPETEHHBIX 3HAHUM 1O TUCHUIJIMHE

«OTIMYHO» - TEOPETHYECKOE COJEpKaHHE Kypca OCBOCHO IIOJHOCTBIO, 0e3
po0eoB, HEOOXOANMEBIE NPAKTUYECKHE HABBIKK PAOOTHI C OCBOCHHBIM MaTepHaIoM
90-100 A c(OpPMHIPOBAHEL, BCE MPEAYCMOTPEHHBIE MPOTPaMMON OOYYCHHS YUeOHBIC 3aIaHU
BBINIOJIHEHBI, KAa4eCTBO WX BBIIOJHEHHS OLCHEHO YHCIOM OajuloB, ONU3KUM K
MaKCUMAJIbHOMY

«O4eHp XOpOLIO» - TEOPETHYECKOe COIEp)KaHHE Kypca OCBOCHO IIOJHOCTBHIO, Oe3
po0eIioB, HEOOXOANMBIE NPAKTHYECKHE HABBIKU PA0OTHI C OCBOSHHBIM MaTepUaioM
85-89 B B OCHOBHOM C(OPMHpPOBaHBI, BCE IPEIYyCMOTPEHHBIE NPOrpaMMOW OO0ydeHHMs
yueOHble 3aJaHusl BBIIOJHEHBI, KayeCTBO BBIIIOJIHEHUS OOJIBIIMHCTBA U3 HHUX
OLICHEHO YUCIIOM 0aJlIoB, OJM3KHM K MaKCUMaIbHOMY

«XO0pOIIOo» - TEOPETUIECKOE CO/IEPKAHUE Kypca OCBOCHO MOIHOCTHIO, 6€3 po0OeoB,
HEKOTOPbIE TPAKTHYECKHE HABBIKK PadOTBI C  OCBOCHHBIM  MaTepHaioM
75.84 C cOpMHUpPOBaHBl HEIOCTATOYHO, BCE MPEAYCMOTPEHHbIE IIPOTrpaMMoil oOydeHus
i y4eOHbIC 3aJaHMs BBINOJHEHBI, KAa4eCTBO BBIMIOJIHEHHWS HHM OJHOTO W3 HHUX HE
OLICHEHO MUHUMAaJIbHBIM YHCJIOM 0ajyIoB, HEKOTOPBIC BHUIIBI 33aHUH BBITTIOJHEHBI C

ouInoKamMu

«Y IOBIIETBOPHUTENILHO» - TEOPETUUECKOE COJEPKaHNE Kypca OCBOGHO YaCTHYHO, HO
npoOenbl He HOCAT CYHIECTBEHHOTO XapakTepa, HEoOXOIMMblE MNpPaKTHYECKUE
65-74 D HaBBIKM pabOTBl C OCBOGHHBIM MaTepHaJIOM B OCHOBHOM C(HOPMHPOBAHBI,
OOJIBIIMHCTBO TPEAYCMOTPEHHBIX NpOrpaMMOW oOydeHHs Y4eOHBIX 3aJaHui
BBINTOJTHEHO, HEKOTOPBIE U3 BBITIOJIHEHHBIX 331aHHUH, BO3MOXKHO, COAEPKAT OIINOKH

«Tlocpe/IcTBEHHO» - TEOPETUYECKOE COJICp)KaHHE Kypca OCBOCHO YaCTHYHO,
HEKOTOPbIE TMPAKTUYECKUE HaBBIKK paboThl HE CcHOPMHUPOBAHBI, MHOTHE
60-64 E pelyCMOTPEHHbIE TporpaMMoini 00ydeHus: yaeOHbIe 3aJaHusl He BBIIIOJHEHBI, 100
Ka4eCTBO BBIMOJHCHUS HEKOTOPHIX M3 HHUX OIICHEHO YMCIIOM O0aioB, OJHM3KUM K
MUHUMATbHOMY

H 60 F <<Hey}10BH6TBOpI/ITeHI)HO» - OY€Hb cadbie 3HaHHUs, HCAOCTATOYHBIC IJI1 IIOHUMAaHUA
KE

Kypca, umeeTcs: 00JIbIIoe KOJTMYECTBO OCHOBHBIX OIIHOOK M HEOYETOB

CTyneHT cuuTaeTcsi aTTeCTOBAaHHBIM IO Pa3JieNly, 3K3aMeHy, €clii OH Habpasl He MeHee
60% oT MakcHUMaJIbHOTO Oajuia, MPeAyCMOTPEHHOTO paboyeil MporpaMMoi.

KoHTponbHblE MeponmpusTHs, 3a KOTOpble CTyJAeHT mnoayuuna 0 OamioB (HesiBKa B
YCTaHOBJICHHBIH CpOK), MOJJEXaT o0s3arenbHON mnepecaade. Cpoku mepecaad KOHTPOJbHBIX
MEpOTPHUATHI B TEUCHHE CEMECTpa orpeiesseT kadeapa.

CTyneHT, IpoIyCTUBIINA KOHTPOJIBHOE MEPOTIPUSITHE 0€3 YBAKUTEIHHON MPHYUHBI HITH
NOJYYMBIIMH 3a HEro HEYJOBJIETBOPUTENIbHYIO OIEHKY, IIOC/Ie Iepeciaud KOHTPOJIHHOIO
MEPONPUATHS MOTy4aeT Oajlil HUKE YCTaHOBJIEHHOTO Ha 25%.

Bonpocs! k 3k3aMeHy 10 AW CUMILJIMHE

«3ammTa nHGopMALMN»
WNudopmanus kak 0ObEKT 3aIIUTHI.
AKTyaJlbHOCTh 1 OCHOBHBIE IPUHIIMITBI 3aIIUTHI HH(POPMAIMK B HHPOPMAITMOHHBIX
cuctemax (MC).
Hanpasnenus 3amutsl uHpopmanuu B VC.
MeTtoap! 1 TeXHONIOrUU 3auThl nHGopManuu B UC.
MeTobl U TEXHOJIOTHH 3aLIUThl KOH(OUACHINAIBHOCTH HH(OpMAIUH.
MeTo bl ¥ TEXHOJIOTMH 3aIUThI HEJTOCTHOCTH NH(POPMAIUH.

N —

kW
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31.
32.
33.
34.

35.
36.
37.
. IIpobnema ayTeHTH(PUKALINN TaHHBIX U 3JIEKTPOHHAS U(PPOBast MOAIUCH.

38

39.

40.
41.
42.

43.
44.
45.
46.
47.
48.
49.
50.
51.

MeTobl ¥ TEXHOJIOTHH 3alUThI JOCTYITHOCTH HH(DOPMALIUH.
Omnpenenenre nHGOPMAITMOHHON 0€30MIACHOCTH.
Bakneiimme acrekTsl ”HPOPMAIIMOHHON 0€30MaCHOCTH.

. OcHOBHBIE YTPO3bI HHPOPMAIIMOHHOM Oe3onmacHocTH. ObecnieueHrne HHPOPMAITUOHHON

0€30I1aCHOCTH

. ATimapatHO-pOrpaMMHBIE CPECTBA 3aIMUTH HH(POPMAIIHH.

. Cuctembl uieHTU(PUKAINY U ayTeHTU(GUKAIIMH TT0JIb30BaTeIICH.
. CucreMsl muppOBaHUS JUCKOBBIX TaHHBIX.

. Cuctembl mudpoBaHUS JaHHBIX, TEPEIABAEMBIX 10 CETIM.

. CucreMsl ayTeHTH(DHUKAINH SJICKTPOHHBIX JTAHHBIX.

. CpencTBa ynpaBieHUs] KpUTITOTpaGUISCKUMHU KITFOYaMHU.

. [lepeueHb OCHOBHBIX HOPMATHBHBIX JIOKYMEHTOB.

. [TonuTrka 0€30IMacHOCTH.

. [TaccuBHBIE KOMITIOHEHTEI 3AIUTEL.

. [lonsATHS BRIMUCTUTENBHAS 0a3a 1 MOHUTOP OOpaIleHHA.

. OcHOBHEIE 2JIEMEHTHI HOIUTHKU 0€30MaCHOCTH.

. ApXUTEKTypa CUCTEMbI KOMIIBIOTEPHOI 0€3011aCHOCTH.

. [Ipon3BoabHOE yIIpaBiIeHUE JOCTYIIOM.

. bezonmacHOCTh MOBTOPHOTO UCIIOJIB30BAHUS OOBEKTOB.

. MeTku 0e3011acHOCTH.

. [lpuHyauTensHOE yIpaBIeHUE TOCTYIIOM.

. Kimaccer 6e3omacuoctn.

. TpeboBaHMs K MOJUTHKE OE30TTaCHOCTH.

. TpeboBanus K MOJAOTYETHOCTU U JOKYMEHTAIUH.

. OcHoBHBIE TpeOOBaHUS K KpUNITOTpadhUIeCKOMY 3aKPBITHIO HH(OpMALIUY B

aBTOMATH3UPOBAHHBIX CHCTEMAX.

Krnaccudukanus OCHOBHBIX METOI0B KPUITOTPA(UIECKOTO 3aKPHITUS HH(POPMAIIHH.
Bunst komupoBaHus U UG POBAHHUSL.

HIudposanue merogom noacraHoBku. llludppoBaHre METOA0M MepeCTaHOBKH.
[udposanue metogoM rammupoBanus. [IndpoBanne ¢ MOMOMIBIO aHATUTHYECKUX
npeoOpa3oBanuii. KoMOMHUpPOBaHHbBIE METO/IbI IN(POBAHUSL.

OpraHu3annoHHbIE TPOOIEMbI KPUTITO3AIHUTEI.

ITpocTbie KPUNTOCUCTEMBI.

Anroputmsl mugposanus nauasix DES; AES, RSA, I'OCT 28147-89.

OpnHoHanpaBlieHHbIE Xell-(QyHKIUH.

OcHoBbl nocTpoeHus xem-QpyHkuuil. O HOHanpaBIeHHbIE Xell-(QDyHKIIMY Ha OCHOBE
CUMMETPUYHBIX OJOYHBIX aJITOPUTMOB.

Anropurm MDS.

AnroputMm 6e3omacHoro xemuponanus SHA.

OteuectBennblii cTangapt x3m-¢pyHkuuu ['OCT P 34.11-9. AnropuTmsl 71€KTPOHHOMH
1M (pOBOH OJMHUCH.

Anroputm nu¢poBoii moanucu RSA.

Anroput™m nudpooit nognucu b [Namans (EGSA).

Anroputm uugposoii nognucu DSA.

OteuectBenHbIN cranaapt nudposoit noganucu [OCT P 34.10-94.

Knaccudukanus cucrem 3aiuTsl KOMUPOBAaHUS HH(POPMAIIMOHHBIX HOCUTENEH.
MexaHu3M KOHTPOJISL ¥ IPUBS3KHU KII0Ya.

MeTton npuBSI3KH K JUCKY.

MeTto nepecTaHOBKM HyMepaluu CEKTOPOB.

MeTton BBEIEHUS OJMHAKOBBIX HOMEPOB CEKTOPOB Ha JI0pOXKKEe. MeTos BBeleHNE
MEKCEKTOPHBIX CBSI3EH.

12



52.

53.

54.

55.

56.
57.

58.
59.
60.
61.
62.
63.

64.

65

67.
68.

69.

70.

71.

72.

Meroa u3MeHeHHEe JUIMHBI CEKTOPOB M MEXKCEKTOPHBIX IPOMEXYTKOB. MeTo1 BesieHne
JOTUYECKUX JePEKTOB B 3aJaHHBIN CEKTOP.

N3meneHnne napaMeTpoB CYUTHIBAIOIIETO YCTPONUCTBA, MPUEMHUKA HH(OpMaLIUK.
Texnonorus "ocnabneHHBIX" OUTOB.

[Ipumenenue pu3nUecKOro 3aMTHOrO ycrpoiictBa. KoHurypauus cucteMsl U THIIBI
COCTABJISIIOLIUX €€ YCTPOUCTB.

[Tonydyenue uHxeHepHOU NH(OPMALIUH KeCTKOro Aucka. duznueckue AeeKThl
BUHYecTepa. Onpoc ClpaBOYHUKOB.

Meton BBeZieHHE OTpaHUYEHUN Ha HCIIOIb30BaHUE TPOrPAMMHOI0 0OECIIeUeHUSI.
Wnentudukanys u ayreHTU(GUKALUs OIb30BaTels. B3zaumHast mpoBepka
[IOJJIMHHOCTH OJIb30BATENIEH.

[TpoTokoibl HaeHTUGUKAIIMY C HYJIEBOU Tiepeaveii 3SHaHUW. Y TIPOIIeHHAs U
napajuiesibHasi CXeMbl UJIEHTU(UKALIMY C HYJICBOM Nepenavyeil 3SHaHUi.

Cxema unentudukanuu ['nmioy — Kynckyotepa.

Omnpenenenue u KiaccuPpUKaus BUPYCOB.

Tposinckuit koHb. Jlornyeckast Gomoa.

[Iporpammel ¢ He nekitapupoBaHHbIME Bo3MoxkHOCTIMH (HJIB). [IporpamMmmubie
3aKJIaaKu

Knaccudukanus Mozeneil KOMIBIOTEPHBIX aTak. JTanbl peanu3anuu atak. Cpeacrsa
OOHaAPYKEHHS KOMITBIOTEPHBIX aTaK

Knaccudukanus cuctem oOHapyskeHus aTak. MexxceTeBble SKpaHbl. [lakeTHbIe

GUIBTPEIL.

. CepBepa MpHUKIaIHOTO YPOBHS
66.

CpaBHHTENBHBIE XaPaKTEPUCTUKH MAKETHBIX (PMIIBTPOB M CEPBEPOB MPUKIIATHOTO
YPOBHS. AZIMUHHCTPUPOBAHUE U CUCTEMBI cOOpa CTATUCTUKU M MPEAYTIPEKACHUSI 00
aTake.

be3onacHOCTb 31IEKTPOHHON KOMMEPIIHH.

Knaccupukanuss  TexHuyeckMx — KaHaloB  yreukn — mHpopmamum.  [lonsTHe
MH(POPMAIIMOHHOTO CUTHAJIA.

Monaynsmust  curHanoB.  OCHOBHBIE — TTOKa3aTeNM TEXHUYECKOTO KaHalla yTEUKH
uHpopmanuu. TexHnyeckre KaHalbl yTeUKU aKyCTHYECKOH HH(pOopMaIMu.
3amymienne. OCHOBHbIE TpeOOBaHHMSI H PEKOMEHAANMW TIO0 3alIUTe PEYeBOU
uHpOpMaLUu.

[ToGouHBIE >TIEKTPOMArHUTHBIC U3TYYCHUSI M HABOJKH, TPUPO/Ia MX BOSHUKHOBEHUS U
BUJIBI.

CpencrBa nepexsara paguocurHanoB. CrenuaabHble IPOBEPKH.

8. YYUEBHO-METOAUYECKOE U HWH®OPMAIHWOHHOE OBECIEYEHHE
YYEBHOH JUCHUTJIAHBI

OcHoBHas1 JiuTepaTypa

1. bamwer, 1. H. Wudopmanmonnas Oe3omacHOCT, M 3ammTa WHGOpMauu: ydeOHoe

nocobue / I1. H. bamsr, A. B. babam, E. K. bapanoBa. — Mocksa: EBpa3uiickuii OTKpBITBIN
uHCTUTYT, 2012. — 311 c¢. — ISBN 978-5-374-00301-7. — Texct: anextponnsiit // Ludposoi
00pa3oBaTeNbHBIN pecypc IPR SMART: [caiT]. — URL:

https://www.iprbookshop.ru/10677.html (mara ob6pamenus: 10.03.2025). — Pexum noctymna:
JUTSL aBTOPU3UP. TIOJB30BaTENCH.

JlomoJIHuTeIbHAS JIUTepaTypa
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1. beckun, I1. I1. Kpunrorpadpuueckne meroasl 3amutbl uHGopmanuu. Yacte 1. OCHOBBI
kpunrorpaduu: yuebnoe nocodbue / I1. I1. beckun, T. M. TarapaukoBa. — Cankr-IlerepOypr:
Poccuiickuii rocy1apCcTBEHHBIM THIpOMETEOposiorndeckuii yuupepcuretr, 2010. — 95 c¢. —
Tekct: anexrponnslii / Ludposoii obpazoBarensHbiii pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/17925.html (mara o6pamenus: 10.03.2025). — Pexum nocrtymna:
JUIsL aBTOPU3UD. N10JIb30BATENICH.

2. beckun, II. II. Kpunrtorpaduueckue MeToabl 3amuThl HHPopManuu. Yacts 2.
ANTOPUTMBI, METOABl M CpeacTBa oOecreueHHs] KOH(QUACHIUATBLHOCTH, MOUIMHHOCTH U
nenoctHoctd nHpopmaruu: yaeobnoe nocodue / I1. I1. beckun, T. M. TarapaukoBa. — CaHKT-
[TeTepOypr: Poccuiickuii rocy1apcTBEHHBIN T'HIpoMeTeopoiornyeckuii yausepeuret, 2010. —
104 c¢. — Texkct: anexrponnsiii // [ludporoit oOpazoBarenbHbIil pecypc IPR SMART: [caiiT]. —
URL: https://www.iprbookshop.ru/17926.html (mara o6pamenus: 10.03.2025). — Pexum
JOCTyTa: 1711 aBTOPU3UP. MOJIb30BaTENeH.

3. BypmstmoB, b. A. Mepbl 3ammrhl  MHQOpPMAmMM Ha YPOBHE  IOJB30BATEN
MH(OPMALIMOHHO-TEXHOJIOTUYECKUMU CpeICTBaMU: METOJINYECKUE yKa3aHUs K
CaMOCTOSITENIFHOW paboTe CTyAeHTOB. YdeOHO-MeToamdeckoe nmocodue / b. A. BypHsmoB. —
CapatoB: By3oBckoe oOpazoBanme, 2014. — 55 c¢. — Tekct: anekrponnsiii // Hudposoit
00pazoBarenbHbIN pecypc IPR SMART: [caiT]. — URL:
https://www.iprbookshop.ru/23077.html (mara obpamenus: 10.03.2025). — Pexum gocrtyma:
JUIsl aBTOPU3UD. ITOJIb30BATENEH.

IIporpammHoe obecnieyenne:

1. Mozilla Thunderburd;
2. Hyper-V.

LMS u UntepHeT-pecypcnl:

Hayunas snextponnas 6ubanorexa. URL: http://www.elibrary.ru.

Hanmonanehas miatgopma oTkpbITOro o0pazoBanus: https://openedu.ru/my/courses/.

O6pasosarensHbiii moptan HUAY MU®U. URL: https://online.mephi.ru/.

CrnpaBounas cucrema AktuoH URL: https://action360.ru/

Hentp undpopmannoHHO-O0MOITHOTEYHOTO OOecredeHus] y4eOHO-HAYyYHON AeITeIbHOCTH

HUAY MUOU URL: http://library.mephi.ru/.

6. DOnexkTpoHHas HHQOpMalMOHHO-OOpa3oBarenbHas cpepa T HUAY MUOU URL:
http://stud.mephi3.ru/.

7. DIeKTpOHHO-OMOIHOTEUHAS cucremMa I[PRbooks URL: [PRbooks
https://www.iprbookshop.ru/.

8. DnexkrpoHHo-0nOIMOTEeyHast cuctema Jlanp URL: https://e.lanbook.com/.

9. MATEPUAJILHO-TEXHUYECKOE OBECHIEYEHUE YYEBHOI
JTUCIHUATLITAHBI

NhAWDN =

Aynuropus Al IPOBEICHUS 3aHATUHN JEKIMOHHOTO TUIIA, 3aHATHI CEMHUHApPCKOTO TUIIA,
IPYNIOBBIX M HMHIUBUIYaJbHBIX KOHCYJbTAllMH, TEKYIIETO KOHTPOJSA W HPOMEXKYTOUHOU
aTTECTAIlUH, U1 CAMOCTOSITEIbHOW paboThI: mpoekTop Nec + 9kpaH (HaCTeHHBIN), KOMIBIOTEP:
kommnbrotep: npoueccop Intel Core 13; oneparuBnas nmamate 8GBDDR3; monutop XK Benq
19,57, Foxit Reader.

Jns mpoBeneHHs J1abOpaTOpHBIX paboT HeoOXoauMma KOMIbIOTEpHas Jaboparopus,
OCHallleHHas pPa0ouMMH MeCcTaMHu JUIs KaXJOro CTyJeHTa, a Takke padodyuM MecTOM
npenofaBarens. Pabodee MecTo ocHameHo KommbloTepoMm: mporeccop Intel Core 1i3;
onepatuBHas namsate SGBDDR3; monutop KK Benq 19,57, knaBuarypa, mbiis, OC Windows,
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naker MS Office, kommbprotep: mporeccop Intel Core i3; omeparuBHas mamste SGBDDR3;
mouutop KK Benq 19,57, Foxit Reader.

Kaxnapiii cTyneHT uMeeT CBOM JIOTMHH M Mapojib Uil BXoAa B  OJIEKTPOHHYIO
uHpopMannoHHO-00pa3oBarenbhyto cpeny TH HUAY MU®DU (http:/stud.mephi3.ru/)

Kaxknp1it CTyIEHT UMeeT JOCTYII K 3JIeKTpOHHO-O0nOmroTeunoi cucteme IPRbooks.

[Iporpamma coctaBieHa B cooTBercTBHM ¢ TpeboBanmsimu OC BO HUAY MHUDU no
HanpasieHuto noarotoBku 09.03.01 «MupopmaTrka U BEIYUCIUTEIbHAS TEXHUKA.

ABTOp: crapmuii mpenojaBareib Kadeapbl WHGOPMAIMOHHBIX TEXHOJOTMHA M TPUKIIAJIHOU
marematuku K.B. KpeBckuii.
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