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AHHOTANUA

B xome ocBoeHMs JUCHMIUIMHBL «3ammra WHGOpMAlUU» CTYIEHTHl 3HAKOMATCS C
Pa3IMYHBIMH  yrpo3aMH  0e30MacHOCTH B cdepe HHGOPMAIMOHHBIX TEXHOJOTHHA, H3Y4aroT
pa3juyHble AJITOPUTMBI MIKU(POBAHMS, HCIOIB3yEMblE MpPH Mepenadye KOHGUICHIHATbHOMI
uHpopmanuu. B mporecce oOyueHUs] CTYAEHTHI MOJIyYalOT MPAKTUYECKUE HABBIKH PabOTHI C
POrpaMMHBIM OOECIEYeHHEM, MO3BOJISIONIMM OPraHW30BBIBATH Oe30MacHble KaHalbl CBs3H. B
pe3yJibTaTe OCBOCHHS Kypca y BBINYCKHUKOB (DOpMHUpPYETCs OTBETCTBEHHOE OTHOIICHHE K
BOIpOcaM UH(POPMAIIMOHHOM 0€30MaCHOCTH B MPOPECCHOHATBHON ACSITETLHOCTH.

1. IEJb OCBOEHMS YUYEBHOM JUCIUILINHBI

Heabro yueOHOH JIUCHMIUIMHBI «3ammTa WHPOPMALUW»  SBISETCA  U3yYCHHE
COBPEMEHHBIX METOJOB M CpEACTBA 3allUThl HH(DOpPMALMM M UX HCIOJIb30BAaHUE NIpU
NPOCKTHPOBAHNU KOMIUIEKCHBIX CHCTEM 3aIllUThl IPOTPAMMHOTO oOecrieueHust AJisi 6e301acHOTro
(GyHKIIMOHUPOBAaHUS 0ObEKTOB aTOMHOI OTpaciy.

I'maBHOW 3amavell JAUCIUIUIMHBI SIBISCTCS TOJY4YeHHUE 0a30BBIX 3HAHMW M HABBHIKOB B
obnactu WHQPOPMAITMOHHON OE€30MacHOCTH, HEOOXOJUMBIC CTYACHTaM B WX JaJlbHEHUIIEH
poECCUOHATLHOM IEATEILHOCTH.

Yyeonbie 3a1a4M ANCHUILINHBI:

- HM3y4YeHHE METOJ0B KpunTorpaduueckoil 3amuTsl HHPOpMAIK U pa3paboTKH muppoB;

- 3HAKOMCTBO C TIPaBOBBIMH OCHOBaMH 3alllUThl WHPOPMAIMM W METOJaMH aHAn3a
0e30MacHOCTH KOMITBIOTEPHBIX CHCTEM;

- U3Y4YCHHE U MPAKTUUYECKOE HMCIOJIB30BAaHUE COBPEMEHHBIX METOJOB Kpurrorpaduu s
3alUThl HH(OPMALIMY, XpaHslIelcs B HHPOPMAIIMOHHBIX CUCTEMaX WUJIHU MepeaaBacMon
10 KaHajaM CBSI3H,

- M3y4eHHEe METOJOB 3alMThl HH(GOpPMAllMM W MPOTPAMMHOIO 0OecredeHHus OT
HECAaHKI[TMOHHUPOBAHHOTO JJOCTYIIA;

- CcO3JaHUe 3JEKTPOHHOU HKU(POBON MOIMUCH;

- u3ydeHHE (POpPMATBHBIX MOJEIECH TMOMUTHK O€30MacCHOCTH, TOJUTHK YIPABICHUS
JIOCTYIIOM B KOMITBIOTEPHBIX CUCTEMAX.

2. MECTO YYEBHOM JUCHUILJIMHBI B CTPYKTYPE OOII BO

JucuuninuHa «3amura nHGOpMalun» U3y4aeTcsl CTYJeHTaMU Y€TBEPTOro Kypca, BXOAUT
B TE€OpeTUYECKUil 00K MmpodeccuoHaIbHOro MOy pa3zaena b.1, BapuaruBHoit yactu yyeGHOTO
IUTaHa [0 HAaINpaBJieHHUIO MOATroTOBKH «MH}opmaTuka M BBIYMCIUTENbHAS TEXHHUKa» Mpoduis
noarotoBku «lIporpammupoBanue, HHGOPMAIIMOHHBIE CUCTEMBI M TEJIEKOMMYHHUKAIIH.

JlucuMIuIMHA OCHOBBIBAETCS HA 3HAHUAX, IIOJyUYEHHBIX B pE3yJlbTaTe OCBOCHUS
muciumine - «MHpopmaThkay, «ANropuTMH3alus U [porpaMMupoBaHue», «CHCTeMHOe
IpOrpaMMHOE 00eCTIeYeHHEY.

N3ydyenune aucuuMmianHbl HEOOXOAMMO JJIsl MPOXOXKJIEHUS MPEJAUIIIIOMHON MPAKTUKH, a
TaKXe MPaKTUYECKON pabOThl BBITYCKHUKOB MO CHEUATbHOCTH.

VKazaHHbBIE CBS3M U COJIEpKAHME TUCHMIUIMHBI «3ammra WHGOpMAlUKU» JAI0T
oOyuaroliemMycss CHUCTEMHOE IIPEACTaBICHHE O KOMIUIEKCE H3Yy4aeMbIX JUCLHUIUIMH B
coorBerctBu OC BO HUAY MUOU, yto obecrneynBaeT COOTBETCTBEHHBIH TEOPETUUECKUI
YpOBEHb U MPAKTUYECKYIO HANpPaBICHHOCTh B cHCTeMe OOyudeHus Oyayuieill nesTelnbHOCTH
Oakanaspa.



3. ®OPMUPYEMBIE KOMIIETEHIIUU U IIVIAHUPYEMBIE PE3YJIbTATHI
OBYYEHUA

[Ipouecc n3yvyenust AMCUUILTUHBI «3amuTa HHGOPMaMK» HampaBieH Ha (JOPMUPOBAHHE
cnenyromux komnerennuii: OITK-3; T1IK-6.3; VKII-2.

Kon

Komnerennus
KOMIIETeHLINH

CrniocobeH pemath CTaHAAPTHBIE 331a4M TPO(PECCHOHATBHON IEATEIIEHOCTH
Ha OCHOBE HWH(POPMAMOHHONW © OMONMMOrpaduYecKOr KyJIbTypbl C
NpUMEHEHHEM HH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH H €
YYETOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 0€30I1aCHOCTH

OIIK-3

Crnioco0OeH npoeKTUpOoBaTh, BHEAPATh U aIMUHUCTPUPOBATH KOMIIBIOTEPHBIE
[1K-6.3 CETH, aHAJU3MPOBATh BO3MOXKHBIC YI'PO3bl 0€30MaCHOCTH KOMITBIOTEPHBIX
CHUCTEM U CETEU

Cnoco0eH uCKaTh HYXHbIE HMCTOYHHUKHU uHboOpMallul U JaHHBIE,
BOCIIPUHUMATh, aHAJIM3UPOBATh, 3aTIOMUHATEH U TiepeaaBaTh WH(HOPMAIUIO C
UCIOJIb30BaHUEM LIU(POBBIX CPEICTB, a TAKXKE C MOMOIIBIO AITOPUTMOB IIPH
paboTe C TOJNIYYCHHBIMH W3 Pa3IUYHBIX HMCTOYHHUKOB JAHHBIMH C IEJIBIO
3¢ (}HEeKTUBHOTO  HMCMOJIb30BAHUS MOTYYSHHONW WH(POpPMAIUU IS pelICHUS
3aj1a4

VKII-2

I/IH,Z[I/IKaTOpaMI/I JOCTHIXCHUA KOMHGTCHHI/Iﬁ SABJIAKOTCA:

Kon Kon

HNuauxkarop
KOMIIETCHIIMN | MHIAUKATOPA

3HaTh: TNPUHLIUNBL, METOABl U  CPEACTBA  PELICHUS
CTaHJAPTHBIX 3a/a4 MpOo(eCcCHOHAIBHONW NEsATEIbHOCTH Ha
OCHOBE MH(OPMAITMOHHON U OMOIHOTrpadUUecKOi KyIbTYphI
C IpUMEHEHHEM HHPOPMALNOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJOTMM M € y4eTOM OCHOBHBIX  TpeOOBaHUI
MH(POPMALMOHHOM 6€30M1aCHOCTH

OIIK-3 3-OIIK-3

VYMeTh: pemate CTaHAapTHbIE 337ayd MpodecCHOHATBLHON
NEeSITeTPHOCTH ~ Ha ~ OCHOBE  HMH(MOPMAIMOHHOW U
oubnuorpaduyeckoit KYJbTYpPbI c IIPUMEHEHUEM
MH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJIOTUH H €
y4€TOM  OCHOBHBIX  TpeOoBaHHMH  HMH(OPMAIMOHHON
0e3onacHOCTH

V-OIIK-3

Brnaners: HaBbIKaMu TOATOTOBKM 0030pOB, aHHOTALUH,
cocTaBiieHUs pedepaToB, HAYYHBIX JOKIIAI0B, ITyOIHKAIMA 1
oubnuorpadgun Mo Hay4dHO-HCCIEIOBAaTENbCKOM pabore ¢
y4eToM TpeboBaHU HH(GOPMAITMOHHON 0€3011aCHOCTH

B-OIIK-3

3HaTh: COBPEMEHHBIE METOABI U CPEACTBA  3AIIUTHI
nH(pOopMalnu, BO3MOKHOCTH pa3innuHbix OC, apXUTEeKTypy U
I1K-6.3 3-I1K-6.3 YCTPOMCTBO BBIYMCIUTEIbHBIX U MH()OPMAIIMOHHBIX CHUCTEM,
OCHOBHBIE TPUHIIMITBI TTOCTPOCHUS M aTIMHHHCTPUPOBAHUS
KOMITBIOTEPHBIX CeTel

VYMeTh: ONpeneNsiTh BO3MOXKHBIE YIpO3bl 0E30ITacHOCTH
KOMITBIOTEPHBIM CHCTEMaM W TEXHHYECKUM YCTPOWCTBAM,
V-TIK-6.3 | anaim3upoBaTh W OOOCHOBBIBATH BBIOOP MPOTPAMMHBIX

CpEnCTB TEXHUYECKHX  YCTPOWCTB,  CTpPOUTh U
aJIMAHUCTPUPOBATh KOMIIBIOTEPHBIE CETH
B-I1K-6.3 Bnaners: crnocobaMM M HaBbIKAMHM  OOHApY)KEHUS
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Kon Kon

KOMIIETCHIIUH | HHIUKATOpa

HNuauxkarop

BO3MOXHBIX  YIpO3 0€30MacHOCTH  KOMITbIOTEPHBIM
CUCTEeMaM, METOJaMH OOHApYKEHUS M YCTPAHCHHS yrpo3
0€301acHOCTH B KOMITBIOTEPHBIX CETAX

VKII-2 3-VKII-2

3HaTh: METOAMKH cOopa W 00paboTku wuHMOpPMAUU C
UCTIOJIB30BaHUEM IU(PPOBBIX CPEICTB, a TAKKE aKTyaJbHbIE
poccuiickue u 3apyOeKHbIE HWCTOYHUKKM HH(pOpManuu B
chepe TpodeccHOHATBHON  JIEATEILHOCTH, IPHHIIUIIBL,
METOABl M CpPEACTBAa pEIICHUS CTAaHAAPTHBIX  3a7ady
npoeCCHOHATBPHON  JICATENILHOCTH C  HCIOJIb30BAHUEM
U(PPOBBIX CPEACTB U C YYETOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacHOCTH

V-YKII-2

YMeTh: IpUMEHATh METOAMKH MOMCKa, cOopa U 00paboTKu
uHpOpMAIMK; C HCHOJB30BAaHHEM ITM(PPOBBIX CPEICTB,
OCYILECTBIISATh KpUTHUECKUI aHAIU3 U CUHTE3 WH(POpMaIUY,
NOJTYYEHHOM W3  pasHbIX HMCTOYHMKOB, U  pElIaTh
CTaHJapTHBIC 33/1a4d NPO(ECCHOHATIBHOW JEATEIILHOCTH C
UCIIOJIb30BaHUEM IU(POBBIX CPEICTB U C YIETOM OCHOBHBIX
TpeOoBaHU MHPOPMAITMOHHON 0€30MaCHOCTH

B-VKII-2

Brnanets: MeTomamm moucka, cOopa W 00pabOTKH,
KPUTHUYECKOTO aHajuW3a W CHHTe3a WHPOpPMAIMH C
WCIIONIB30BaHUEM  HHUQPPOBBIX  CPEACTB JUIA  pPEHICHUS
MOCTABJICHHBIX 3a/1a4y, HaBBIKAMH IIOJIOTOBKHA 0030pOB,
aHHOTAallMi, cocTaBleHHUs pedepaToB, HAyUHBIX TOKIAJIOB,
nyonuKanui u oubauorpaduu o Hay4HO-
HCCJICI0OBATENIbCKOW paboTe ¢ HMCIOJb30BaHUEM ITU(POBBIX
CpPEeACTB W C Yy4yeToM TpeboBaHW HH(OPMAIIMOHHON
0e30macHOCTH

4. BOCIHHUTATEJIbBHASA PABOTA

. Hcnoan3oBanue
Co3nanmue ycJjioBuii,

Kon | Hanpasiienue/uenu BOCIIMTATEJIbHOI0 NOTEHIIHAJIA
ol0ecreYnBalOIIMX:
Y4eOHBIX M CUHUILINH
B21 | IlpodeccuonansHoe | (hopMHUpOBaHME Hcnons3oBanue
BOCITUTaHHE CHOCOOHOCTH U BOCIIMTATEIBHOIO OTEHIIMAIIA

CTpEMIICHUS CIIeIOBATh B
npodeccun HopMam
MOBEJICHUS,
o0ecreYnBaroIIM
HPaBCTBEHHBIN XapaKTep
TPYJAOBOH AESITETbHOCTU U
HECTy>KeOHOTO TTOBECHUS

JTUCLUIUIMH TPO(ECCUOHATIBHOTO
MOJIYJIS JUTSl Pa3BUTHS HABBIKOB
KOMMYHHKAITIH, KOMaHIHON
paboTHI U TUAEPCTBA,
TBOPYECKOTO MHKEHEPHOTO
MBIIUICHUS], CTPEMIICHUS
CJe10BaTh B Mpo(hecCuOHATBLHOMN
JESITENIbHOCTH HOpMaM
MMOBEIEHNS, 00ECIIEYNBAIOIINM
HPABCTBEHHBIN XapaKTep
TPYJIOBOM JACSITEILHOCTH U
HECITY>KeOHOTO MMOBEICHHS,
OTBETCTBEHHOCTH 3a IMPUHSATHIC
pelieHus 4yepe3 MOATOTOBKY



https://ru.wikipedia.org/wiki/%D0%A2%D0%B2%D0%BE%D1%80%D1%87%D0%B5%D1%81%D1%82%D0%B2%D0%BE

Kon

HanpasBaenue/uean

Co3nanmne ycJioBuii,
o0ecreYnBaIOINX:

Hcnoan3zoBanue
BOCIIUTATEIHLHOI0 MOTEHIIHAJIA
Y4eOHBIX THCHUTITHH

B23

B25

B27

MPaKTUYECKUX 3a/IaHUM, peIIeHUE
KEHCOB.

(dbopmHpoBaHUE KYIbTYPHI
UH(}pOpMaAITMOHHOM
0e301acHOCTH

Hcnons3oBanue
BOCIIUTATEIHHOTO MOTEHIIMANA
JUCLUIUIMH PO EeCCHOHATBHOTO
Moy Juist popMUpoBaHUE
0a30BBIX HABBIKOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH
Yepe3 U3y4CHUE MOCIEACTBHI
XaJlaTHOTO OTHOUICHHS K padoTe
¢ THGOPMAITMOHHBIMU
cuctemMamu, 6azaMu J1aHHBIX
(BKJIrOYast IepCOHAJIbHBIE
JaHHbIE), MPHEMax U METOAax
3JI0YMBIIIJICHHUKOB,
MOTEHIIMAJILHOM YPOHE
M10JTb30BATEIISIM.

(dbopMHpOBaHKE HABBIKOB
1M (pOBON TUTHEHBI

Hcnonp3oBanue
BOCIIMTATEIbHOIO MIOTEHIIMATIA
JTUCIUILIAH TPO(EeCCHOHATEHOTO
Moy Ui (popMHUpPOBaAHUS
HABBIKOB IIU(PPOBOIl TUTHEHBI, a
TaK)Ke CUCTEMHOCTH M THOKOCTH
MBIIICHHUS], TIOCPEICTBOM
W3YYCHHS METOJIOJIOTHUSCKUX U
TEXHOJIOTUYECKHX OCHOB
obecrneueHus HH(GOPMALIMOHHON
0€301acHOCTH U
KnOepOe301acHOCTH

¢dbopmupoBaHue
poheccuoHaNbHO
3HAYMMBIX YCTAaHOBOK: HE
IPOU3BOJIUTH, HE
KOIMPOBATh U HE
UCTIOJTb30BaTh
IporpaMMHBIE U
TEXHUYECKHE CPE/ICTBA, HE
npUoOpeTEHHBIE HA
3aKOHHBIX OCHOBAHHUSX; HE
HapywaTh MpU3HAHHbIE
HOPMBI aBTOPCKOT'O 1paBa;
HE HapylaTh TalHbI
nepeaayr CoOoOIEHHH, He
MPaKTUKOBATh BCKPHITHE
MH(POPMALIMOHHBIX CHCTEM
Y CeTel mepeaadu TaHHbIX;
co0I01aTh
KOH(DHICHIIMATBHOCTh
JIOBEPEHHOM nH(popManuu

Hcnonp3oBanue
BOCITUTATEIHLHOTO TOTECHIINAJIA
MPO(OUIBHBIX AUCIUTUIHH JUIS
(bopMHUpPOBaHUS KYJIBTYPHI
oOpartenus ¢ nHGopMaIueii, a
TaKkxe (OPMUPOBAHUS
OTBETCTBEHHOT'O OTHOILIEHHUS K
COOJIIOICHUIO COIHAIIBHO-
MIPABOBBIX HOPM B
poQeCCHOHAIBHON Cpejie
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Opranuzaiiis WHTEPAKTUBHBIX MEPONPUATHI U peanu3alnus ClIeHUualIn3UpOBAHHBIX

3aﬂaHHﬁ C BOCIIMTATCJIbHBIM U COIIMAJIbHBIM aKIICHTOM:

OCHOBHBIC MPHHIUIIBI 3aIIUTH HHPOpPMAUK B UHPOPMAIMOHHBIX CUCTEMax (KpYTJIbIHA
CTON);

OCHOBHBIE YTPO3bl HH(OPMAITMOHHONW 0€30MTaCHOCTH U KaK MX U30€KaTh (IUCKYCCHs);
KpUnTorpaguueckue METOABl 3aluThl HH(OpMAIMH: HWCHOJIb30BAHHWE MIH(PPOB B
MTOBCETHEBHOM KU3HU (KPYTJIBIA CTON);

ANIEKTpOHHAsE nHU(POBasi MOAMUCH: BO3MOXKHO JIM IOJHOCTBIO OTKA3aTbCs OT <OKHBOI»
noanucu? (TucKyccus);

KOMITbIOTEPHBIC aTaKW M TEXHOJIOTUH UX OOHapykeHus (Kpyriiblil cTo);

TEXHHUUYCCKHE KaHAaJbl yTeUKH HHPOpMaIuu (aHATK3 CUTYAIIUH).

[TepeunciieHHBIC MEPONIPUATHS HAPABJICHBI HA!

dbopMUpPOBaHHE OTBETCTBEHHOTO OTHOIICHWUsS Tpu oOpameHud ¢ nudpoBoid
nHpopmanuei;

(dbopMUPOBAaHNE JTHYHOW OTBETCTBEHHOCTH 3a COOJIFOJICHHWE MPABOBBIX HOPM B 00JacTH
3alUThl KHOPMAITUH;

pa3BUTHE CHOCOOHOCTH paboTaTh B TPYMIE W KOJUICKTUBHO PEIIaTh ITOCTaBJICHHBIC
3a/1a4M.

5. CTPYKTYPA U COAEPKAHUE YUEBHOUM JUCIUIIJINHBI
OO61as TpyA0€MKOCTh IUCHUIUTHHBI COCTaBIseT 4 3a4eTHbIe enquHuIlbl, 144 yaca.
Bunas! yueGHOI
JACATCIBbHOCTH, BKIIFOYasa
CaMOCTOSITENIbHYIO PaboTy
CTYACHTOB U TPYAOCMKOCTb O65{38.T
HaunmenoBanue ) B ak.Hacax TEKYIIH Arttecranus .
Ne g = MakcuMmaabHEIN
pasznena yaeOHO e KOHTPOJIb paszena
n/n o ) Gan
JIUCITUTUTAHBI s o ] s yCIEBAaEMOCTH (popma,
i = = (¢popma Heoenst) 3a pasien
= s 2zl 8 pa,
= SE|lSE| £S5 neoens)
& EZ| 8¢ eg
= =] S| 0 | 0o &
= |2 |2
S
1 | Pasmen 1.
OCHOBHBIC JIP1-2 (20
[IOHSTHSA B 0.), T1 (8
1411 | 13 | 11 | 8 | 52 | O»TI( KH1 55
obnactu Hen. — 15
3aIUATHI 0.)
uHpopMaLuu
2 | Pa3nen 2.
Croco0BbI aTak 2 (15
HEJL.
nrexuonornn  [12-16| 3 | 5 | 0 | 16 | 23 HEA L gy 15
X -156.)
OoOHapyKeHUs
DK3aMeH 30

! JIP — naGoparopmas paGora, T — Tect.




Bunsr yueOHOU
JIeSITeIbHOCTH, BKITFOUasi
CaMOCTOSITENILHYIO paboTy
CTY/ICHTOB U TPYI0EMKOCTh OGsizar
HaunmenoBanue = B ak.Hacax TEKYIIM Artrtectanus .
No . = MaxkcuMabHBIN
paszena yueOHoU g KOHTPOJIb paszena
n/n o g Oann
NHCIMILTHHEL 2 2 2 S yCIIeBaEMOCTH (¢popma, 3a paszen
¥a)
- 5 x| E 4| B (¢popma, Heoenst)
=) 8 = [V 5] g 1
5 o= g B % B Heoes)
5 EZ| &€ s
= 23| 9 g 5 &
g [t<! S}
S =
= = <
@]
HUTOroO: 16 | 16 8 68 100

HAMMEHOBAHME TEM U COAEPKAHUE JEKIIMOHHBIX 3AHATHAM

Pa3znes 1. OcHOBHbBIE NOHATHS B 00J1aCTH 3aIUTHI HHGOPMALUH

1. OcHOBHBIC TOHATHS B OO0JACTH TEXHUYECKOW 3amIUThl MHPOpMAUuU (TIOHSATHE
UH(OpPMAaILMU, OCHOBHBIE CBOWCTBA — IEIOCTHOCTD, KOH(PHUICHIIMATBHOCTD, JTOCTYITHOCTD, BUIBI
3alUTHI — IPaBOBasA, GU3NUECKasi, OpPraHU3aIMOHHAs, TEXHHUECKAs U T.1I.);

2. KonnenryanpHble OCHOBbI 3amuThl HMHpopMmanuu. Cucrema JIOKYMEHTOB I10
TEXHUYECKOH 3ammre uHpopManuu (CTpaTerus HalMOHalbHOW Oe3omacHocTH Poccuiickoi
®denepanun, JOKTPUHA HHPOPMALIMOHHOM O€3011aCHOCTH)

3. 3akoHoJaTeNbHbIE M HUHBIE IPABOBbIE aKThl B OO0JIACTM TEXHUYECKOM 3alUThI
uH(pOopMaLIUH.

4. Oprasbl 10 TeXHUYECKOH 3amute nHpopmanuu B PD. ['ocynapcTBeHHBIE OpraHbl B
obnactu 3amutel nHGopManuu. ®Chb u ®CTIK Poccun.

5. JluuensupoBanue nesrenbHocTH B obnactu T3U (kakue rocygapCcTBEHHbIE OpPIraHbI
BbIIAIOT JuiieH3uu 1o T3U, mopsiiok mosydeHus JIMIEH3UH, OCYIIECTBICHNE TOCYAapCTBEHHOTO
Haj3opa B odmactu T3N).

6. Ceprudukanus cpeacTB 3aIUThl HH(popMarMu (0OIKN MOPSAOK CepTUUKALUH
CpeACTB 3alMThl HHpopManuu, nopsaok ceprupukanun Bo ®CTIOK Poccun).

7. Atrecranuss oObekTa HMH(OpMaTH3alMM 1O  TpeOOBaHUAM  OE30MAaCHOCTH
nH(pOpMaLIHH.

8. Kiaccudukarms yrpo3 1 00bEKTOB 3aIlUTHI.

9. MeToap! OIIEHKH OMAaCHOCTH Yrpo3 (KOJIMYEeCTBEHHBIN, KAaUE€CTBEHHBIN).

10. O6wekT uHpopmaTuzanuu. Kiraccupukamnust 00beKTOB 3alTUTHI.

11. Knaccudukanus nHGopMaruim.

12. Knaccugukaius aBTOMaTu3UPOBAHHBIX CUCTEM.

13. Knaccugukaius cpeicTB BBIYUCIUTEIbHON TEXHUKH.

Pazgen 2. Cnnoco0bl aTaKk M TeXHOJOTMU UX 0OHAPY KEHH

1. Yrpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYIA K HH(GOpMAIUH.
2. TloHsATHE HECAHKITMOHUPOBAHHOTO JIOCTYIIA.
3. Moaens MOTeHIUATBFHOTO HAPYIITHTEIIS.
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OcHOBHBIE KJIaCCHI aTak B ceTax Ha 6aze TCP/IP.
[TporpaMMHO-MaTeMaTHIECKOE BO3ICHCTBHE.

BpenonocHsle mporpaMMBbl U UX KIaCCU(PUKALIHSL.
HenexnapupoBaHHBIE BO3MOXKHOCTH MTPOTPAMMHOTO 00ECIICUEHUSI.
AHTUBHpPYCHBIE TPOTPAMMBI.

© o No R

. MexceteBoi 3KpaH.

10. Cucrema oOHapyXEHUSI BTOP)KCHHIA.

11. TpeGoBanus © pEKOMEHJAMHM TIO0 3ammTe uHPoOpMauu, oO0padaTbiBaeMOn
CpEICTBAaMH BBIYUCIUTEIHHONU TEXHUKH.

12. Topsimokx obecnieuenus 3amuThl nHGopManuu B AC.

13. TpebGoBaHus U peKOMEHAANNH B 3aBUCUMOCTH OT Trrma AC.

14. 3ammra xOoH(pUIECHIMATbHON WH(pOPMAIMM HA AaBTOMATU3MPOBAHHBIX pabOUMX
MecTax Ha 6a3e aBTOHOMHbIX [IDBM.

15. 3amura uHbOpMaIUU B IOKATHHBIX BHIYUCIUTEIBHBIX CETSIX.

16. 3amura uHGOpPMALIUU TIPU MEKCETEBOM B3aUMOICHCTBUH.

17. 3amwura uadopmaiuu npu padoTe ¢ CUCTeMaMHy yrpaBieHus 0a3aMu JaHHBIX.

18. Ilopsimox  oOecrieueHuss  3amUTBl  WHPOpPMAIMM TPU  B3aMMOJICHCTBHH  C
MH(GOPMAIIMOHHBIMH CETSIMHU OOIIETrO MOJIb30BAHUS.

19. OcHoBHBIC TpeOOBaHUS W PEKOMCHIAIMM 110 3alIUTe CIy)KEOHOW TAaWHBI U
MIEPCOHAIBHBIX JTAHHBIX.

20. OcHOBHBIE PEKOMEHIAIIMH TI0 3alIUTe HHPOPMALIUH, COCTABIISAIONIEH KOMMEPUECKYIO
TalHYy.

21. TexHuueckue KaHAJbl YTEUKH aKyCTHUYECKON HHGOpMAIUH.

22. OcHOBHbIE TIOHATUA B 00nacTu akycTuku. Kinaccudukamus akyCTHUECKHX KaHAJIOB
yT€YKU WH(OPMALIUH.

23. TloGouHBIE AIEKTPOMATHUTHBIEC N3TYYEHHUS U HABOJIKU.

24. Metoap! 3amuThl HHPOpMaIuH oT yreuku uepe3 [IDMUH.

25. CpencrtBa 1 METOBI OOHAPYKEHHUS TEXHUIECKUX KAaHAIOB YTEUYKH WH(POPMAIIHH.

26. MepomnpusTus 10 BBISBICHHIO TEXHHUECKUX KaHAJIOB yTeuku mHPopmarmu. OreHKa
3alUIIeHHOCTH HHpopmanuu oT yreuku no TKYU.

Ay}II/ITopHLIe 3aHATHUA U 6]0)])KeT BPEMECHH HA CAMOCTOSATEC/ILHYIO MOATOTOBKY CTYACHTA

AyYIUTOPHBIE 3aHATHS
(gac.)
[} [}
Neri/mt Haumenoanue pa3szena, g E IpakTudeckas CamocrosrenbHas
- KpaTKoe HAMMEHOBAHUE TEMBI = g 3 g3 MOJrOTOBKA padora
S 28 g a
1= <
= 5
OcHOBHbIE NOHATHS B 00JIACTH 3aAIUTHI
1 uHdopmanuu. OCHOBHBIE MTOHATHUS B 1 1 1 4
00J1aCTH TEXHUYECKOM 3aIlMThI
uHpopMaluu.
OcHOBHbIE NOHATHS B 00JIACTH 3aIUTHI
2 | undgopmanmnu. KoHIenTyaibHbIE OCHOBBI 1 1 - 1 10
3aIuThl HHGOPMAIUK.




Neni/it

Haumenoanue pa3zena,
KpaTKOe HAMEHOBAHHE TEMBI

AyIII/ITOpHI)IC 3aHATHA

(uac.)

Jlexuyn

IIpakTHueckue
3aHATHA

JlaboparopHsie
paboTsl

IpakTuyeckas
MOJIrOTOBKA

CamocrosTenbHas
pabora

OcHOBHbBIE TOHATHS B 00JIACTH 3AIUTHI
uHopmanuu. Oprasbl N0 TEXHUYECKOU
3anmte nHpopmanuu B PO.

OcCHOBHbBIC MOHATHS B 00J1aCTH 3aIIUTHI
uHpopmanuu. JIuneHsuposanue
nearebHOCTH B oOiactu T3U.

OcHOBHbBIE IIOHATHS B 00JIACTH 3aIUTHI
uHdopmanuu. CepTruduKamnms CpecTB
3alIUTHl HH(OPMAITHH.

OcHOBHBIC MOHATHUSA B 00JIACTH 3aILUTHI
unpopmannu. Kinaccudukanus yrpos u
00BEKTOB 3aIUTHL.

OcHOBHBIC MOHATHUSA B 00JIACTH 3aILUTHI
uHopmauumu. MeToapl OLIEHKH
OMAaCHOCTH YTPO3.

OCHOBHbIE MOHATHS B 00J1aCTH 3aIUTHI
uHdopmanuu. Knaccudpukamnus o0beKTOB
3aIUTHIL.

Cnoco0bl aTaKk U TEXHOJIOTHH UX
o0Hapy:KeHUs. YTPO3bI
HECaHKIMOHUPOBAHHOTO JIOCTYIA K
nHpOpMannu.

10

Crnoco0blI aTaK M TEXHOJIOTMH UX
oonapy:xkenus. [lopsaok obecrnieueHus
3anmThl uHpopmarmu B AC.

11

Cnoco0bI aTaK U TEXHOJOTMH UX
o0Hapy:keHusi. TeXHUYECKUE KaHAIBI
YT€UKH UH()OPMAaIHH.

Hrtoro

16

16

24

68

6. OBPA30OBATEJIBHBIE TEXHOJIOI'MHN

[Ipy mnpoBeneHuM 3aHATHI W OpraHU3allUM CAMOCTOSTEIbHOM pPabOTHI CTYAEHTOB
UCIIOJIB3YIOTCS:

1. TpaguunoHHBIE TEXHOJOTMU OO0Y4eHHMs], Hpeanojararpume nepenadyy MHGOpMaluu B

rOTOBOM BuE, (hopMUpOBaHHE Y4EeOHBIX YMEHHH 1Mo oOpasiy: (JIeKUUA-U3I0XKEHUE, JIEKLIUs-
00BsicHEeHHEe, TabopaTOpHbIE pabOThl, KOHTPOJIbHBIE PAOOTHI).

Hcnons3oBaHue TPAAUIIUOHHBIX TEXHOJOTHH 00eCIeunBacT (I)OpMHpOBaHI/IC Y CTYACHTA

3HaHUH 00 WH(OPMALMOHHOW O0E€30MacHOCTH M COBPEMEHHBIX alTOpUTMax IMIM(PPOBAHUS;
HaBBIKOB Pa0OTHI ¢ MOJUTUKAMU OE30MACHOCTH; 3HAHUH O KaHalax cheMa KOH(UIACHIHAIbHOU
MH(pOpMallMd U METOJlaX 3allIMUThI; MO3BOJIAET CUCTEMATU3UPOBATh U 3aKPENUTh HAa MPaKTHKE
3HaHUS, TOJYYEeHHBIE B Ipolecce OCBOeHMs Kypca. JlabopaTopHble paboThl 0OecreduBaroT
pa3BUTHE U 3aKpEIIEHnE YMEHUN U HaBBIKOB.




2. VIHTepaKkTUBHBIC TEXHOJIOTUN O0YUEHUs, IPEaNoaraoliue OpraHu3anuio o0ydeHns Kak
NPOTYKTUBHOM TBOPYECKOW MESATEIBHOCTH B PEKUME B3aUMOACHCTBHS CTYACHTOB YT C
JIPyroM M ¢ mpenojaaBareneM. Mcmonb3oBaHue MHTEPAKTHBHBIX 00Opa30BaTEIbHBIX TEXHOJIOTHMA
CIIOCOOCTBYET IOBBIIICHUIO WHTEPECA M MOTHBAIMU YYAIIMXCS, aKTHBHU3AIMH MBICIUTEIBHOM
NEeSITeIbHOCTH M TBOPUYECKOTO MOTEHIIMANA CTYJAEHTOB, AenaeT Ooiee 3PPEeKTUBHBIM YCBOCHHE
Marepuaa, MO3BOJIICT WHAWBUIYAIN3UPOBaTh OOY4YEHHE M BBECTH JKCTPEHHYIO KOPPEKIIHIO
3HAHUH.

Opranuzanusi caMoOCTOSITE/IbHOI pa0oThI CTYIEHTOB

Lenb camocTosITENbHOM pabOThI: 3aKperUieHHe 3HaHWM MOJTY4YeHHbIX Ha 3aHsATHsX. Ha
CaMOCTOSITEIILHYIO pa0OTy MO KaXKIOW TEME BBIHOCITCS CISAYIONTUE 3aTaHUS

3ananue 1. CocraBieHHe TE3UCHOIO KOHCIEKTa I10 TeME JIEKIMH JJII CAMOKOHTPOJIS U
JIOTIOJIHUTEIBHOTO M3yueHusi TeMbl. OOBEM TE3UCHOW JieKUMU 1-2 CTpaHuIbl MUCHBMEHHOIO
TekcTa. KOHCTEKT kenarenbHo JOMONHATh CXeMaMU U TaOJIuIaMH.

3amanue 2. CocTaBiieHUE TJIOCCAPUS IO TEME JICKIIHH.

3aganne 3. CaMOCTOSITENBHOE COCTABIEHHE TECTOBBIX BOIPOCOB HA TEMY JIEKIIMH.
MuHUMaIbHOE KOJIMYECTBO TECTOBBIX 3aIaHuil — 3.

3ananue 4. [loaroToBka K cpe3y 3HAHUW B TEUEHHE CEMECTpPA, OPraHU30BaHHOMY Kak
TECTUPOBAHUE.

3ananue 5. OcBoenue onnaiH kypca HUAY MUOU «BBenenne B COBPEMEHHYIO
kpunrorpaduro» Ha miatpopme «OTKpeITOe 00pa3oBaHUE.

[ToaroroBka k 9K3aMeHY COTJIaCHO pabouemy IIaHy — 36 4acoB.

7. OHEHOYHBIE CPEJACTBA J1JIs1 BXOAHOI'O, TEKYIIEI'O KOHTPOJIA U
IMPOMEXXYTOYHOM ATTECTAIIUA

@OoH/ OLEHOYHBIX CPEACTB IO AMCLUUIUIMHE OOeCHeyrBaeT IPOBEPKY OCBOCHMS
IUIAHUPYEMBIX pe3yabTaToB o0OydeHUs (KOMIIETEHIMA WM WX WHIUKATOPOB) TIOCPEICTBOM
MEPONPUATHIA TEKYLIETo, PyOEekKHOI0 M MPOMEKYTOUHOTO KOHTPOJIS IO AUCLUIIUHE.

CBsi3p MeXy (HOpMHPYEMBIMH KOMIIETEHUHUSMU M (OpMamMH KOHTPOJS UX OCBOEHUS
npejcTaBjeHa B clieaytouiel Tadauue:

ITpoexTrpyemMble pe3yabTaThl OCBOSHHS JUCIUILIUHEI
. CpencTBa U TEXHOJIOTHH
Kon U MHJIUKATOPbI OPMUPOBAHUS KOMIIETEHLUI N—
3Harts (3) Ynmerts (V) Bnanets (B) .
OIIK-3 3-OI1K-3 VY-OIIK-3 B-OIIK-3 JIP1-2,T1-2,D
[1K-6.3 3-I1K-6.3 V-1IK-6.3 B-T1K-6.3 JIP1-2, T1-2,D
YKII-2 3-YKII-2 V-VKII-2 B-VKII-2 JIP1-2, T1-2,D

Ika/ja oueHKH 32 TEKYLLYI0 aTTeCTALNI0

®opma . .
MaxkcumanpHbIil | MakcuMaibHBIH
Paznen TEKYILEro
oaiut Oasi 3a pasnen
KOHTPOJIA
Pa3zngen 1. Metoabl 3aI{UThI
uHpopmanuu. 55
Tect T1 15
JlaGopaTopHbie pabOThI JIP1-2 20
Pasznen 2. Cnoco0bI aTaK M TEXHOJIOTHH 15
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®dopma

MaxkcumanbHbIl | MakcuMaibHBIH

Paznen TEeKYILIETO
a yi Oaiut OaJ 3a pasnen
KOHTPOJIS
HX O0OHapY:KeHMSsI.
Tect T2 15

Hroro

70

HIkasa oueHKH 32 MPOMEKYTOYHYI0 ATTECTAUMIO (IK3aMeH)

Kpurepuii oueHuBanus

MIxaja oneHUBAHUSA

CTYACHT NOJHOCTBIO PAaCKpPbLI COACPIKAHUC TCOPETUYCCKUX BOIIPOCOB,
CaMOCTOATCIIBHO, 0e3 HaBOJAIINX BOIIPOCOB, PCIIHII IMPCIIONKCHHYIO
3azaavy, OOBSICHUI U MOTUBHPOBAJI pCHICHUC 3aJa4u, CMOT' PA3BACHUTH
0COOEHHOCTH IIPUMCHCHHUS TCOPECTUUCCKHUX 3HAaHUM Ha IIPAKTUKE, YTO
MOXKCT BbBIpAKaTbCd B YBCPCHHBLIX OTBCTAX Ha AJOIIOJHUTCIBHBIC
BOIIPOCKHI ITPCIIOaBaTCIIA.

27-30

CTYAGHT  pacKpbul  COAEP:KAaHUE  TEOPETHYECKHMX  BOIPOCOB,
IPOJIEMOHCTPUPOBA] 3HAHMS OCHOBHBIX IOHATHM M OHpeaesIeHu,
3HAaHUE CHEeNU(PUUECKUX IS pacCMaTpUBAEMOrO pasjiesla TEPMUHOB U
UX TOHMMaHHUE, YTO MOJXKET BBIPAXKATbCd B YBEPEHHOM OTBETE Ha
BOIIPOCHI TPETIOABATENs, HO HE CMOT Cpa3y Pa3bsACHUTh OCOOCHHOCTH
IPUMEHEHUs TEOPETUYECKUX 3HAHUHN Ha NPaKTHUKE.

23-26

CTYJEHT  pacKpbul  COJEp)KaHHE  BOIPOCOB  C OO0JBIIUMU
3aTpyJHEHHUSIMH, TpeOoBajlach MOMOIIL MpenoAaBaTelsiMu B Qopme
HABOJSIIIIUX BOMPOCOB, HAMIOMUHAHMS aJTOPUTMOB PEIICHHS 3a/ayu,
CTYJICHT 3aTPYIHAJICS B OOBSICHEHUH PEIlIeHUs 3aaun

19-22

CTYACHT HE€ CMOI' paCKpbITb COACPKAHUC TCOPECTHUUYCCKUX BOIIPOCOB,
NpOACMOHCTPHUPOBATL 3HAHHUSA B PCHICHHM 3aJiavuu, JaxXe CCIn
npenoaaBarCyib MIbITAJICA IIOMOYb B (bopMe HaBOIAIIHMX BOIPOCOB U
HAIIOMHWHAHUWS aJITOPUTMOB PCIICHU 3a1a4U1

0-18

IxaJjia HTOrOBOM OLIEHKH 32 CeMeCTp

HtoroBas olieHKa MNpeAcTaBisieT coboil cymmy OamioB, 3apabOTaHHBIX CTYIEHTOM IpHU
BBINIOJTHEHUM 33JJaHUI B paMKaxX TEKYILEro M INPOMEXYTOYHOIO KOHTPOJS M BBICTABIIAECTCA B
cooTBeTcTBUM ¢ [lonokeHneM 0 KpeIUTHO-MOAY/IBHON CUCTEME B COOTBETCTBHHU CO CIIECAYIOLIECH

LIKAJION:
Ouenka no 4-0a/1JIbHOI 1IKaJIe Cymma 0as1J10B Ouenka ECTS
5 — OTIUYHON» 90-100 A
85-89 B
4 — «xopo1Io» 75-84 C
70-74
3 — «yIIOBIETBOPUTEIHHOY 65-69 0
Y/IOBJCTBOPHTCILHO 60-64 E
2 — KHEYJIOBIIETBOPUTEIHLHO Hwxe 60 F

PaCH_II/I(prBKa YPOBHA 3HaHI/II‘/’I, COOTBCTCTBYIOLICTO IMOJTYYCHHBIM 6aJ'IJ'IaM, HacTCsa B

TabNuIle yKa3aHHOW HUXKeE.
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Cymma | Ounenka

YpoBeHL MPHOOPETEHHBIX 3HAHUHA MO JUCIUILINHE
0aJL710B ECTS P pHoop

«OTINYHO» - TEOPETHYECKOS CONCp)KAaHHE Kypca OCBOSHO IIOJHOCTBIO, 0e3
npo06enoB, HEOOXOUMBIC MPAKTUYIECKUES HABBIKH PabOThl ¢ OCBOCHHBIM MaTEePHAIOM
90-100 A c(OopMHUpOBaHbI, BCE MPEAyCMOTPEHHBIE IPOrpaMMON OOy4YeHUs! yueOHbIe 3aJaHus
BBIMIOJTHEHBI, KAa4eCTBO KX BBITIONHEHHS OICHCHO YHCIOM OajuioB, ONH3KHM K
MaKCHMAJIbHOMY.

«O4eHb XOpOILIO» - TEOPETUYECKOE COJAEPIKaHUE Kypca OCBOEHO IOJIHOCTHIO, Oe3
po6esoB, HeOOXOUMBIE IPAKTUIECKHAE HABBIKH PaOOTHI C OCBOCHHBIM MaTEepPHAIOM
85-89 B B OCHOBHOM C(OPMHPOBaHBI, BCE IPEIyCMOTPEHHBIC IPOrpaMMON OOyJIEeHHUS
yueOHbIe 3aJaHus BBIIOJHEHBI, KAaueCTBO BBINOJNHCHUS OONBIIMHCTBA M3 HHX
OLICHEHO YHMCIIOM 0alIoB, OJM3KUM K MaKCHMaIbHOMY.

«Xopou1o» - TeopeTUIecKoe CoAepKaHUe Kypca OCBOCHO IIOJIHOCTHIO, 6€3 poOeios,
HEKOTOpble  TpPAKTUYECKHE HABBIKK pPa0OTBI €  OCBOCHHBIM  MarepualioM
75.84 c c(OpMHUpPOBaHBl HEIOCTATOYHO, BCE MPEAYCMOTPEHHbIE MNpPOrpaMMmoil o0ydeHus
i yueOHble 3aJaHus BBINOJHEHBI, KAaueCTBO BBINOJHEHUS HU OJHOTO W3 HHUX HE

OIICHCHO MUHHMMAJIbHBIM YHCJIOM 0ajlIOB, HEKOTOPBIC BUJBI 3aJlaHUM BBIMIOJHCHBI C
OIIIMOKaMU.

«Y IOBJICTBOPHTEIBHO» - TEOPETUYECKOE COACPIKaHHE Kypca OCBOCHO YaCTUYHO, HO
npoOenbl He HOCAT CYIICCTBEHHOTO XapakTepa, HEOOXOIMMBIC MNPAKTHYECKUE
65-74 D HaBBIKH pabOTBl C OCBOCHHBIM MaTepHajoM B OCHOBHOM C(OpMHpPOBaHEHI,
OOJIBIIMHCTBO MPEAYCMOTPEHHBIX MpOrpaMMOii 0Oy4eHUs Y4eOHBIX 3aJaHuil
BBINIOJTHEHO, HEKOTOPBIE U3 BBITIOJIHCHHBIX 33/IaHUH, BO3MOXKHO, COAEPIKAT OLINOKH.

«IlocpencTBEHHO» - TEOPETHUECKOE COAEpKAaHHE Kypca OCBOCHO YaCTH4HO,
HEKOTOpbIe TPAKTUYECKUE HaBbIKM pPaboThl He Cc(HOPMHPOBAHBI, MHOTHE
60-64 E MIPeIyCMOTPEHHBIE TIPOTpaMMoil 00ydeHHsT yueOHbIe 3aJaHusl HE BBIIOIHEHBI, INOO
KaueCTBO BBINIOJIHEHHS HEKOTOPHIX M3 HHUX OLICHEHO YHCIOM OajlioB, OJIM3KHM K
MHUHUMAJILHOMY.

H 60 F «HeymoBneTBOpHUTENEHOY - OYEHB cIa0ble 3HAHUS, HEOCTATOYHBIC IS TIOHIMAaHUI
nxe
Kypca, uMeeTcs 60IbII0e KOJMUECTBO OCHOBHBIX OIMIMOOK U HEIOYETOB.

CTyneHT cuMTaeTcsi aTTeCTOBAHHBIM IO pa3Jiesly, SK3aMeHy, €clM OH HaOpasl He MeHee
60% oT MakcUMaJIbHOTO Oajuta, MPeAyCMOTPEHHOTO padoyveil MporpaMMOi.

KoHTponbHble MepomnpusTHs, 3a KOTOpble CTyJAeHT mnomydumn O OamnoB (HesiBKa B
YCTaHOBJIEHHBIH CpOK), MOJJEeXaT oO0si3arenbHOM mepecaade. Cpoku mepecaad KOHTPOJIbHBIX
MEpOTPUATHI B TEUCHHE CEMECTpa olpenenseT Kadeapa.

CryneHT, mpoIyCTUBIINA KOHTPOJIBHOE MEPOTIPUATHE 0€3 YBaXUTEIHHON MPUYMHBI WIH
NOJYYMBIIUN 3a HEro HEYAOBJIETBOPUTENBHYIO OLEHKY, IMOCJe Mepeciadd KOHTPOJIbHOTO
MEPONPUATHS NOIy4aeT Oajlil HUXKE YCTaHOBJIEHHOTO Ha 25%.

Bonpocsl k dk3aMeHy M0 JUCIUIJIMHE
«3amuTa nHpopMauun»

1. Hudopmanus kak 0OBEKT 3alUTHI.

AXTyaTbHOCTh U OCHOBHBIE IIPHHIIMIIBI 3aIIMTHI HHPOPMAIUK B HH()OPMAITIOHHBIX
cuctemax (MC).

Hanpasnenus 3ammutsl uHGopmanuu B VC.

MeTobl ¥ TeXHOJOTHH 3aUThl nH(popmarmu B UC.

MeTob!l ¥ TEXHOJIOTHH 3alIUThl KOH(QUACHINAIEHOCTH HH()OpMAITUH.

MeTobl ¥ TEXHOJIOTHH 3aLIUThI LIEJTOCTHOCTH HHPOPMALIUH.

MeTobl ¥ TEXHOJIOTHH 3alIUThI TOCTYITHOCTH HH()OPMAITHH.

Onpenenenre MHPOPMATMOHHONW OE30MACHOCTH.
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10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.
28.
29.
30.

31.
32.
33.

Baxwueiimme aciekTsl HH()OpMaIMOHHON 6€30MaCHOCTH.

OcHoBHBIE Yyrpo3bl HHPOpMaAITMOHHOM O6e3omacHocTH. ObecnieueHre HHGOPMAITMOHHON
0e30macHOCTH

AnmapaTHO-IporpaMMHBIE CPEJICTBA 3aIUTHI HHPOPMAIHH.

Cuctembl HACHTU(DUKAUN U ayTeHTU(PHUKALIUN TTIOJIb30BaTEIICH.

Cucrembl U(PPOBaHUS IUCKOBBIX JaHHBIX.

Cuctembl mUQpoBaHUS JAHHBIX, IEPEJABAEMbIX IO CETSIM.

Cucrembl ayTeHTH()UKAIMN 3JICKTPOHHBIX JIaHHBIX.

CpencTBa yrnpaBieHus: KpUNITOTPahUIECKUMHU KITFOUaMH.

[TepeueHb OCHOBHBIX HOPMATHBHBIX JTOKYMEHTOB.

[TonuTHka 6e30MacHOCTH.

[TaccuBHBIE KOMITOHEHTHI 3aIUTHI.

[TonsaTus BRIYMCIUTENbHAS 632 1 MOHUTOP OOpaICHHIA.

OCHOBHBIE 3JIEMEHTHI TOJTUTUKU O0€30MaCHOCTH.

ApPXUTEKTYpa CUCTEMBI KOMITBIOTEPHOIH 0€30IacHOCTH.

[Tpou3BonbHOE yHpPaBIEHHE JOCTYIIOM.

Bbe3onacHOCTh MOBTOPHOTO UCTIOIB30BAHUS OOHEKTOB.

Mertku Oe30macHOCTH.

[TpunynuTensHOE YIIpaBIECHHE JOCTYIIOM.

Kaccel 6e3omacHocTy.

TpeGoBaHMs K MOTUTHKE OE30MACHOCTH.

TpeOoBaHMs K MOJOTYETHOCTH M JOKYMEHTAIHH.

OcHoBHBIE TPEOOBaHHS K KPUITOTPAPHUECKOMY 3aKPBITHIO HH()OPMAIIHH B
aBTOMAaTH3MPOBAHHBIX CHCTEMAaX.

Knaccugukanus OCHOBHBIX METOJIOB KpUNTOTPAPUIECKOTO 3aKPHITHS HHPOPMAITUH.
Bunpl kopupoBanus u mmppoBaHus.

udpoBanue metogoM noacraHoBkH. LlnppoBaHre METOIOM EPECTaHOBKH.
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34.

35.
36.
37.
38.

39.

40.
41.
42.

43.
44,
45,
46.
47.
48.
49,
50.
Y

52.

53.

54,

55.

56.
S7.

58.
59.
60.
61.
62.
63.
64.
65.
66.

67.
68.

[ugpoBanue Meto0M rammupoBanus. [lIndpoBanne ¢ MOMOIIbIO AHATUTHIECKUX
npeoOpazoBannii. KomOnHMpOBaHHBIE METOIBI (P POBAHMUS.

Opranu3zalnoHHbIE TPOOIEMBI KPUIITO3AIINUTHI.

IIpocTeie KPUIITOCUCTEMBI.

Anroputmsl mudpoanus qanubix DES, AES, RSA, TOCT 28147-809.

IIpobnema ayTeHTH(PUKALMK JaHHBIX U JIEKTPOHHAs LU(POBas MOIMNUCE.
OnHoHarpaBieHHBIE XeMI-(pyHKIINH.

OcHoBbl nocTpoeHus xem-pyHkuuil. OqHOoHanpaBlIeHHbIE XelI-()yHKIIMA HA OCHOBE
CUMMETPUYHBIX OJIOUHBIX aJTOPUTMOB.

Asnroputm MDS.

Anropurm 6e3onacHoro xemupoBanus SHA.

OteuectBennbiii ctanaapt x3m-Gyakiuu 'OCT P 34.11-9. Anroputmsl 2JI€KTPOHHON
1M (POBOY TIOITUCH.

Anroput™m 1udposoit moanucu RSA.

Anroputm uudposoii nognucu b ['amans (EGSA).

Anroput™m 1udposoit moanucu DSA.

OteuectBennsbiii crangapt nudposoii moanucu [OCT P 34.10-94.

Knaccugukanus cucrem 3aluThl KOMUPOBaHUS HH(POPMALIMOHHBIX HOCUTENEH.
MexaHu3M KOHTPOJISL U IPUBSA3KHU KIIHOYa.

MeTto NpUBSI3KH K TUCKY.

MeTto niepecTaHOBKM HyMepaluu CEKTOPOB.

Meton BBeIeHNS OJMHAKOBBIX HOMEPOB CEKTOPOB Ha JI0pOXKKe. MeTox BBEieHNE
MEKCEKTOPHBIX CBSI3EH.

MeTto n3MeHEeHue IIIMHBI CEKTOPOB M MEKCEKTOPHBIX IPOMEXYTKOB. MeToz BeeHue
JIOTHYECKUX J€(PEKTOB B 331aHHBINA CEKTOP.

M3MeHeHMe napaMeTpoB CUUTHIBAIOLIETO YCTPONUCTBA, TPUEMHUKA HH(POPMALIUH.
Texnonorus "ocnabaeHHbIX" OUTOB.

[IpumeHenue pu3nIECKOro 3alUTHOrO ycrpoiictBa. KoHurypamus cuctemMsl U TUIIBI
COCTABJISIFOLIUX €€ YCTPONCTB.

[Tonmyyenue nHxeHepHOU MHPOPMALIUU JKeCTKOTo Aucka. duznueckue neGeKTsl
BHUHYecTepa. Onpoc CrpaBOYHUKOB.

Merton BBeJleHHE OrpaHUYEHUI Ha UCIIOJIb30BaHUE TPOrPaMMHOT0 0OecIeYeHusl.
WNnentudukanus u ayreHTUQUKAUS T0Ib30BaTeNsd. B3anmuas nposepka
MIOJJIMHHOCTH TOJIb30BaTEINEN.

[TpoTokosbl HACHTUPHUKALIUY C HYJIEBOU Mepeaadeit 3HaHui. YIpoIleHHas U
napajiesibHasi CXeMbl HIeHTH(UKALMU C HYJIeBOU nepeaayeil 3HaHui.

Cxema unentuduxanuu ['minoy — Kyrckyorepa.

Omnpenenenue U KiaccupUKalus BUPYCOB.

Tposinckuit koHb. Jlornyeckast Oomoa.

ITporpammsl ¢ He neknapupoBaHHbIMU Bo3MoxkHOCTsIMH (H/IB). IIporpammubie
3aKJIaJIKH

Knaccudukanus Mozeneit KOMIObIOTEpHBIX aTak. DTambl peaau3anuu atak. Cpencraa
oOHapyKeHHsI KOMITbIOTEPHBIX aTak

Knaccudukanus cucrem obHapyxeHus atak. MexxcereBble SKpaHbl. [lakeTHbIe
(GUIBTPBHI.

CepBepa NIpHUKIaIHOTO YPOBHS

CpaBHUTENbHBIE XapaKTEPUCTUKU MAKETHBIX QUIBTPOB U CEPBEPOB MPUKIIATHOTO
YPOBHA. AIMUHUCTPUPOBAHUE M CUCTEMBI COOpa CTATUCTUKHU U MPEIYNPEKICHUS 00
aTaxe.

be3onacHOCTb 31EKTPOHHON KOMMEPLIHH.

Knaccupukanus  TexHMYECKMX  KaHaloB  yreuyku  uHpopmauuu. Ilonsarue
MH(POPMAIIMOHHOTO CUTHAJIA.
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69. Monynsamust curHasioB. OCHOBHBIE TIOKa3aTeNd TEXHUYECKOTO KaHala YTEUKH
nHpopmanuu. TexHuYecKre KaHallbl YTEUKH aKyCTHYECKOW HH(pOpMaLUu.

70. 3amymnenne. OcHOBHBIE TpeOOBaHHS M PEKOMEHAALMK IO 3alIUTe pPEYeBOU
nHpopMaIuu.

71. [loOouHBIE PIEKTPOMATHUTHBIE U3TYYEHUSI M HABOJKH, IPUPOAA UX BO3HUKHOBEHHUS U
BUJIBI.

72. CpencrBa nepexsata paanocuraainoB. CrienuaibHble IPOBEPKH.

8. YYEBHO-METOJUYECKOE U HWH®OPMALOMOHHOE OBECIIEYEHUE
YYEBHOU JUCHUTLIAHBI

OcHoBHas1 JiuTEepaTypa

1. bamer, I1. H. UHpopmanmnonnas Oe3omacHOCTh W 3ammTa WHGOpPMAIUU : ydeOHOe
nocobue / I1. H. bauuter, A. B. babam, E. K. bapanoBa. — Mocksa : EBpa3uiickuii OTKpBITBIN
uHetutyt, 2012, — 311 ¢. — ISBN 978-5-374-00301-7. — Texkcr : anexktponHsii // Lludposoit
00pazoBaTenbHbIN pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/10677.html (mara obpamienus: 10.04.2023). — Pexum gocryma:
JUTSL QBTOPHU3HP. TTOJIb30BATEIICH.

JlonoTHUTEIbHASI JIUTEPaTypa

1. Beckun, I1. I1. Kpunrorpadguueckue metoas! 3amutsl nHpopmanmuu. Yacts 1. OCHOBBI
kpuntorpaduu : yaedHoe nocodue / I1. I1. beckun, T. M. TarapaukoBa. — Caunkr-IleTepOypr :
Poccuiickuii TOCYAapCTBEHHBIN THIpOMeTeopoiiornueckuii yauBepcuter, 2010. — 95 ¢. —
Texkcr : anextponnsiit // Ludposoit oopazoparensHsbiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/17925. html (mata obpamenus: 10.04.2023). — Pexum nocryna:
JUTSL aBTOPU3UP. TIOJIB30BaTENCH.

2. beckun, II. II. Kpunrorpadpuyeckume wmeronsl 3ammThl uHPopMmanuu. Yacte 2.
ANTOpPUTMBI, METOABI M CpeAcTBa obOecreyeHUs KOH(PUACHIHUAIHHOCTH, MOMJIMHHOCTH U
nenoctHoct uHbopmanuu : yaednoe nmocoowue / I1. I1. beckun, T. M. TarapuukoBa. — CaHKT-
[TerepOypr : Poccuiickuii rocyaapcTBeHHbIH T'HIPOMETEOPOIOTHYECKU yHIUBepcHUTeT, 2010. —
104 c. — Texkcr : anexrponnsii // [ludpoBoit oopazoBarenbublil pecypc [IPR SMART : [caiiT].
— URL: https://www.iprbookshop.ru/17926.html (mzara obpamenus: 10.04.2023). — Pexum
J0CcTymna: JUIsl aBTOPU3UP. MOJIb30BATENEH.

3. bypusamon, b. A. Mepsl 3ammTel MHQOPMAMM Ha YpPOBHE  IOJb30BATENS

UHPOPMAIMOHHO-TEXHOJIOTHYECKAMH  CPEJICTBAMHA  :  METOAMYECKHE  yKa3aHusi K
CaMOCTOSITENIbHOW paboTe CTyAeHTOB. YueOHo-MeToauyeckoe nocodbue / b. A. BypHsmoB. —
CaparoB : By3oBckoe obpaszoBanue, 2014. — 55 ¢. — Texkcr : snexrponssiii // Ludposoi
00pa3oBaTeNbHbIN pecypc IPR SMART : [cauT]. — URL:

https://www.iprbookshop.ru/23077.html (mata oopamenus: 10.04.2023). — Pexkum gocryma:
JUTS. aBTOPHU3HP. TTOJIb30BATEIICH.

IIporpammHoe obecnieyeHue:

1. Mozilla Thunderburd;
2. Hyper-V.

LMS u UnTepHeT-pecypcbl:

1. O6pazoBarensHbiit mopran HUAY MU®U . URL: https://online.mephi.ru/.
2. Owmmaitn kypc HUAY MUOU «BBenenue B COBpPEeMEHHYIO KpunTorpaduio» Ha
miatdopme «OTkpbITOe 0OpazoBanue» URL: https://openedu.ru/.
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3. lentrp uHpOPMAIIMOHHO-OUOIMOTEYHOTO OOecTieueHUsl yueOHO-HAyYHOU IeSTebHOCTH
HUAY MU®U URL: http://library.mephi.ru/.

4. DnexTpoHHas uWHPOpPMALMOHHO-OOpa3oBarenbHas cpexa T HUAY MUOU URL:
http://stud.mephi3.ru/.

5. Dnekrponno-oubnmoreunas cuctema URL: IPRbooks https://www.iprbookshop.ru/.

9. MATEPUAJILHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOI
TACIATLTAHBI

Aynuropus Ajsl IPOBEACHUS 3aHATUHN JEKIIMOHHOTO TUIIA, 3aHATHI CEMUHAPCKOTO THIIA,
TPYNIIOBBIX M HMHIUBUIYaJbHBIX KOHCYJBTALUMH, TEKYIIErO KOHTPOJS U MPOMEXKYTOYHOU
aTTecTalluu, JJIsl CAMOCTOSITENIbHOM pabOThI:
npoekTop Nec + skpaH (HacTeHHBIN), KoMIbloTep: npoueccop IntelPentium 4; omeparuBhas
namatb 4GBDDR3; monutop KK Benq 19,57, kitaBuarypa, meib, Adobe Reader

Jns mpoBeneHHs J1a0OpaTOpHBIX paboT HeoOXxonuMma KOMIBbIOTepHas Jaboparopus,
OCHallleHHas pPa0oYMMH MeCTaMu Uil KaXJOro CTyIeHTa, a Takke paboyuM MeEeCTOM
npenonaBarens. Pabodee MecTO OCHameHO KoMmIbioTepoM: mpoueccop IntelPentium 4;
oneparuHas namatb 4GBDDR3; monutop KK Benq 19,57, knaBuarypa, MbIlIb.

Kaxnprii cTyneHT uMeeT CBOM JIOTMH M Mapoiib JUisi BXOJa B JIEKTPOHHYIO
uH(popMalnoHHO-00pa3oBarenbHyto cpeny T HUAY MUDU ( http://stud.mephi3.ru/).

Kaxnplii cTyIeHT UMeeT JOCTYI K 3JIeKTPOHHO-O0nbarnoTeunoii cucreme IPRbooks.

[Iporpamma coctaBieHa B cooTBeTcTBUU ¢ TpeboBanusmu OC BO HUAY MUOU no
HanpasieHnuto noarorosku 09.03.01 «MupopmaTrka U BEIMUCIUTEIbHAS TEXHUKA.

ABTOp: crapmmii npenojasarensb Kadeapsl «MHOOPMAMOHHBIX TEXHOJOTHA M MPUKIIAJTHON
Marematukn» K.B. KpeBckuii.
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